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METOOUYECKUA OOKYMEHT

METOAOUKA 5
OLEHKW YPOBHA KPUTUYHOCTU YA3BUMOCTEU NMPOIrPAMMHDbIX,
NMPOrPAMMHO-ANMAPATHbLIX CPEACTB

I. OBLUME NOJIOXKEHUA

1. Hacrtodwaa MeTtoguka OueHKM YPOBHS KPUTUYHOCTU YSA3BUMOCTEM MNPOrpaMMHbIX,
nporpaMmmHo-annapaTHbiX cpeactB (manee - Metoauka) paspaboTaHa B COOTBETCTBUM C
noanyHkTom 4 nyHkta 8 T[lonoxeHns o ®degepanbHoW cnyxbe nNo TeXHUYeckomy u
3KCNOpTHOMY KOHTposito (ganee - ®CTIK Poccun), ytBepxaeHHoro Ykasom [lpesugeHTa
Poccunckon ®egepaunm ot 16 asrycta 2004 r. N 1085.

2. Metoaouka onpegensieT nNopsgok OUEHKM YPOBHSA  KPUTMYHOCTU  YSI3BUMOCTEWN,
BbISIBMIEHHbIX B MNPOrpamMMHbIX, NPOrpamMmMHO-annapaTHbIX CpeacTBax MHAOPMAaLUMOHHbIX
cuUCTeEM, WHMOPMALMOHHO-TENEKOMMYHUKALMOHHBLIX CEeTel, aBTOMAaTU3MPOBAHHLIX CUCTEM
ynpaBneHus, B TOM yucne DYHKUMOHNPYHOLLMX Ha 6ase
NHPOPMALNOHHO-TENEKOMMYHUKALMOHHOM UHMPPACTPYKTYypbl LEHTPOB 00paboTKM AaHHbIX
(oanee - MHOpPMaLMOHHbIE CUCTEMBI).

3. Hactoswaa MeTtoavka noanexuT MpUMMEHeHUo onepaTtopamMn MHEPOPMaLUMOHHbIX
CUCTEM TMpPU  MPUHATUM UMW Mep MO YCTPAHEHUID YA3BMMOCTEN NPOrpamMMHbIX,
nporpaMmmHo-annapaTHblX CPeAcTB  WMH(OPMAUMOHHBIX CUCTEM B  COOTBETCTBUM C
TpeboBaHMaAMM O  3awmte  MHOpMauun,  copepxawencs B rocyaapCTBEHHbIX
MHPOPMALMOHHBIX CUCTEMAX, MHbIX MHPOPMALIMOHHBIX CUCTEMAaX roCyAapCTBEHHbIX OPraHoB,
roCygapCTBEHHbIX  YHUTAPHbIX  NPeanpuaTuii,  rOCYOapCTBEHHbIX — yYpexaeHun, u
TpeboBaHnaAMM no obecnedyeHnto 6E30NaCHOCTM  3HAYMMbIX OOBLEKTOB  KPUTUYECKOW
WHOPMAUNOHHOM  MHGpacTpykTypbl  Poccunckon  depepaumm, a  Takke  UHbIMU
HOPMaTMBHbLIMW NPaBOBLIMW akTaMu 1 metoagnvecknmm gokymeHtamm PCTIK Poceun. <1>

<1> TpeboBaHna o0 3awmte WHGOPMaUUKN, coaepXkallenca B rocyaapCTBEHHbIX
MHPOPMALMOHHBIX CUCTEMAX, UHbIX MHPOPMALMOHHBLIX CUCTEMAaXxX roCy4apCTBEHHbIX OPraHoB,
roCy4apCTBEHHbIX YHUTAPHbIX NPeanpusSTURN, rocyAapCTBEHHbIX YYPEXOEHUNA, YTBEPKAEHHbIE
npukazom PCTIK Poccunm ot 11 anpens 2025 . N 117.

TpeboBaHus K obecneyeHuo  3alUTbl NHpopMaLun, cogepallemncs B
WHOPMALMNOHHBLIX CUCTEMAxX YyrnpaBrieHUs NPOU3BOLACTBOM, UCMOfMb3yeMbIX MpeanpuaTusamMu
0BOPOHHO-NPOMBILLNIEHHOTO KOMMMEKca, yTBepxaeHHble npukazom PCTIK Poccum ot 28
despans 2017 r. N 31.

TpeboBaHua no obecnevyeHnto 6e30NACHOCTM 3HAYUMbIX OOBLEKTOB KPUTUYECKOM
WHOPMALMOHHOM UHApPAcTPyKTypbl Poccurickon depepaumn, yTBEPXKOAEHHbIE MNPUKA3OM



OCTIK Poccum ot 25 pekabps 2017 r. N 239.

[MprmeyaHue.
B odmumanbHOM TekcTe JOKYMeHTa, BUAMMO, JONYLLEeHa onevaTka: UMeeTcd B BUay npukas
®CTOK Poccum N 31 ot 14.03.2014, a He oT 14.03.2013.

TpeboBaHusa Kk obecnevyeHnto 3alnTbl MHopMaUMn B aBTOMATU3NPOBAHHLIX CUCTEMAX
ynpaBneHnss npou3BOLACTBEHHbIMM MNpoLeccaMn Ha KPUTUYECKUM BaXHbIX ObObekTax,
noTeHuManbHO OrnacHbIX OObekTax, a Takke obbekTax, NpeaCcTaBNALWMUX MOBbILLEHHYHO
OMacHOCTb [ANA XW3HM W 300pOBbA JIOAEN M ONA  OKpyXawllenW NpupogHon cpeabl,
yTBepxaeHHble npmkazom ®CTIK Poccum ot 14 mapTta 2013 r. N 31.

4. Mepbl NO YCTpPaAHEHUO YA3BMMOCTEW B CEPTUMULMPOBAHHBIX NPOrPaMMHBbIX,
nporpaMMHo-annapaTHbIX CcpeacTBax 3awuTbl  MHGOPMaUMM  BbINOMHAKTCA B CPOKM,
YyCTaHOBMEHHbIE HacTosAwwen MeToamnkon, C NPUCBOEHNEM TaKUM YSA3BUMOCTAM KPUTUYECKOTO
ypoBHa (V > 8,0), a Takke B COOTBETCTBUM C IKCMyaTaLUMOHHOM LOKYMEHTaAUMEN Ha HUX U
pekoMeHaaunamMm paspaboTymka.

5. B MeTtoauke wuCnonb3ywTCAd TEPMUHbI W onpedeneHns, YCTaHOBMEHHble
HaumoHanbHbiMM cTtaHgapTamn TOCT P 50922-2006 "3awwuta uHdopmauun. OCHOBHble
TepmuHbl 1 onpegenenus”, FTOCT P 56545-2015 "3awuta wHMpopmaumn. YA3BUMOCTU
MHOPMaUUNOHHLIX cucTeM. Npasuna onucaxns ysssmumocten”, FTOCT P 56546-2015 "3awmTta
nHopMauun. YA3BUMOCTU  UMHPOPMaAUMOHHBIX cucTeM. Krnaccudpukauma yasBuMoCTen
WH(POPMALUMNOHHBIX CcUCTEM", MHbIMW HaUMOHaNbHbIMW CTaHgapTamy B obnactu 3awuThbl
nHpopmauun n obecneveHmss MAHPOPMaLMOHHON Ge3onacHOCTH.

6. B cBS3M C yTBEpXKAEHMEM HacTosilwen MeToankm He NpUMeHAEeTCa ANl OLLEHKM YPOBHS
KPUTUYHOCTM YA3BMMOCTEN MPOrpaMMHbIX, MNpOorpaMmHo-annapaTHbix cpeacts MeTtoauka
OL€HKMN YPOBHS KPUTUYHOCTM YA3BMMOCTEN NPOrpamMMHbIX, MPOrpaMMHO-annapaTHbIX CPeACTB,
ytBepxaeHHass PCTIK Poccun 28 oktabpsa 2022 r.

Il. NTOPAOOK OLIEHKU YPOBHA KPUTUYHOCTU YA3BUMOCTEMN
NMPOrPAMMHBIX, MPOTPAMMHO-ATNNAPATHbBIX CPEACTB

7. YpOBEHb KPUTUYHOCTU YSA3BUMOCTEN OLIEHMBAETCH B LENsAX NPUHATUS 0BGOCHOBaAHHOMO
pelleHnss onepatopaMmuM  MH(OPMALMOHHLIX CUCTEM O HEOoBXOAMMOCTU  yCTpaHeHus
YySI3BUMOCTEW, BbISIBNIEHHbIX B MNPOrpamMMHbIX, MporpaMMHO-annapaTHbIX cpeacTBax Mo
pesynbTaTam aHanusa ys3BUMoOCTelN B MHPOPMALIMOHHBLIX CUCTEMAX.

8. cxogHbIMKU gaHHBIMK AN onpegeneHna KputTu4HOCTHU yFI3BI/IMOCTeI7I ABNAKOTCA:

a) 6asa yaA3BMMOCTEN NPOrpamMMHOro obecneveHuns, nporpammMmHo-annapaTHbIX CpeacTs,
cogepxawasica B baHke faHHbIX yrpo3 6esonacHoctn uHgopmauum PCTIK Poccum (
bdu.fstec.ru), a Takke UHbIE UCTOYHUKK, coaepxalume cBefeHnst 06 N3BECTHLIX YA3BUMOCTSX;

6) oduumanbHble UWHGPOPMAUMOHHLIE pPECypCbl  pa3paboTyMKOB  MPOrpamMMHOro
obecrneyeHns, nporpaMMHo-annapaTHbiXx CpeactB W uccneposatenen B obnactu
NHOpMaLNOHHON Be3onacHoCTy;



B) CBEAEHWsI O COCTaBe M apXMTEKType WMH(OPMALMOHHLIX CUCTEM, MOJSyYEHHbIE MO
pesynbTaTam WX WHBEHTapu3auMm W (UNK) nNpUBEAEHHble B  [OKYMEHTauuuM Ha
NH(OPMaLMOHHbIE CUCTEMBI;

r) pesynbTaTbl KOHTPONS YPOBHS 3ALUULLEHHOCTN WHEMOPMAUMOHHBIX CUCTEM U
cogepxawiencs B HUX MHpopmMaumn, NpoBeAEHHbIE ONepaTopoM (B TOM Yucne TecTMpoBaHue
Ha MPOHUKHOBEHME, yYEeHUSA (TPEHUPOBKMK), MEPOMPUATUS NO NPOBEOEHUIO IKCNEPUMEHTA MO
MOBLILIEHUIO  YPOBHS  3aLUMLEHHOCTU  rOCYyJapCTBEHHbIX  WH(POPMALMOHHBLIX  CUCTEM
deneparnbHbIX OpPraHoB MCMOMHUTENBbHON BRAAcTM M NOABEAOMCTBEHHbIX UM YUYpeXaeHWN,
yCTaHOBIIEHHbIE MNOcTaHoBreHneM [lpaButenbctBa Poccuiickon depepaumm o1 26 mapTa
2025r. N 372).

YKasaHHble WUCXOOHble [daHHble MOFYT YTOYHSATLCS WNW  OOMOMHATBCA € Y4ETOM
ocobeHHocTel cdepbl AeATeNbHOCTU, B  KOTOPOM (PYHKLUMOHUPYHOT MHGOPMAaLMOHHbIE
CUCTEMBI.

9. OueHka YpPOBHS KPUTUYHOCTU YSI3BUMOCTEW MPOrpaMMHbIX, NPOrpaMMHO-annapaTHbIX
cpeacTB NPOBOAMTCS cneuuanMcTamMmu no 3awute MHopmaumu.

10. B cnyvae, ecnn uvHPOpMauMOHHas cuctema QYyHKUMOHUPYeT Ha 6ase
NHPOPMALNOHHO-TENEKOMMYHUKALMOHHOM MHAPACTPYKTYpbl LeHTpa 06paboTkn AaHHbIX, TO
OLlEeHKa YPOBHSA KPUTUYHOCTU YSA3BUMOCTEN NPOrpaMMHbIX, MPOrpaMMHO-annapaTHbIX CpeacTB
NPOBOAMUTCA C Y4€TOM UCMONb3yeMON MHPPACTPYKTYpbI LeHTpa 06paboTkn AaHHbIX.

11. OueHKa YPOBHS KPUTUYHOCTM YSI3BUMOCTEN NPOrpaMMHbIX, NporpamMmmHo-annapaTHbIX
CcpeacTB NPUMEHNUTENbHO K MHPOPMALIMOHHLIM CUCTEMaM BKITHOYaEeT:

1) onpegeneHne MepeyHs NpPOrpaMMHbIX, MNpPOrpaMMHo-annapaTHbIX  CPeacTs,
MOABEPXKEHHbIX YSA3BUMOCTSAM;

2) onpepeneHne MeCT YCTaHOBKM NPOrpamMMHbIX, NPOrpamMHO-annapaTHbIX CPEeAcCTB.,
NnoaBePXEHHbIX YA3BUMOCTAM (Hanpumep, Ha nepuMmeTpe WHGPOPMALMOHHBLIX CUCTEM, BO
BHYTPEHHEM CErMEeHTE CUCTEM, NPU peanmsaunmn KpUTUYeCckux npoueccos (bnsHec-npoueccoB)
N OpYyrnx cermeHTax MHOPMaLNOHHOM CUCTEMBI);

3) pacyeT YpOBHSI KPUTUYHOCTM YSA3BMMOCTM MPOrpaMMHbIX, MporpamMHoO-anmnapaTHbIX
cpeacts B cucteme (V).

12. PacyeT ypOBHSI KPUTUYHOCTU YA3BUMOCTWU MPOrpamMMHbIX, NPOrpaMmMHo-annapaTHbIX
cpeacTB B MH(bopMaunoHHOW cucteme V ocyLLecTBNAeTCH No cneayroLwen gopmyne:

V = levss X linfr X (lat + limp), rae
lcvss - MOKa3aTenb, XapakTepusyHoLLMA YPOBEHb OMAacHOCTY YA3BUMOCTY;

linfr - nokKkasartersib, xapaKTelesyrou_l,MVl BIrnaHne yA3BUMOCTU nporpamMmmMHb.bIX,
nporpamMmmMHo-annapaTtHbIX CpeacTB Ha (byHKLl,VIOHVIpOBaHMe MHJOPMAaLIMOHHBIX CUCTEM,;

lat - nokasaTenb, XapaKTepusylLmii BO3MOXHOCTb 3JKChyaTauuMum  ysI3BUMOCTM



nporpamMMHbIX, NporpamMmMHo-annapaTHbIX CPeacTB B MHPOPMALMOHHLIX CUCTEMAX;

limp - nokasaTenb, XapakTepusylolmMin MNOCNEACTBUS 3SKCnyaTauunm  ys3BUMOCTM
nporpaMMHbIX, MPOrpamMMHO-annapaTHbIX CPeACcTB B MHPOPMALMOHHbLIX CUCTEMAX.

13. B kauyectBe nokasatensa lcvss BepeTcs 3HayeHue, paccyMTaHHoe pa3paboTyMKOM
(BeHgopoM) nporpaMmHoro obecneyeHnss no 6a3oBbiM MeTpMkaM B COOTBETCTBUMM C
meTtoamkon Common Vulnerability Scoring System <2> (CVSS) 3.1, koTopasi cogepxuTtca B
baHke paHHbIX yrpo3 6esonacHoctn uHpopmaumm PCTIK Poccum <3>, a TakkKe WHbIX
n3BeCTHbIx ©asax AaHHbIX ys3BUMOCTeW. B crnyyae oTcyTCcTBMA ONS yA3BMMOCTU OLIEHKM
YPOBHA onacHoctTm no 6a30BbIM MeTpukam B COOTBETCTBMM C MeTogmkon Common
Vulnerability Scoring System (CVSS) 3.1, cneunanucTt camocTosiTeNbHO onpeaensieT Bepcuio
CVSS, no koTopon Npon3BoguUTCAa OUeHKa KpUTUYHOCTU YA3BUMOCTU.

<2> https://www first.org/cvss.

<3> https://bdu.fstec.ru/calc31.

14. NokasaTens linfr oNnpegenseTcsa no cnegyowen dpopmyrne:
linfr=kxK+IxL+pxP,roe

K - nokasartesnb, XxapakTepusylLwmnn TN KOMMOHEHTA MH(OPMALMOHHON CUCTEMBbI <4>,
NnoaBePXXEHHOro YSI3BUMOCTWU;

<4> [OCT 34.003-90. KOMMOHEHT aBTOMaTU3MPOBAHHOW CUCTEMbI - 3TO 4acTb
aBTOMAaTU3NPOBAHHOW CUCTEMbI, BblOeNEeHHad No  OonpedenieHHOMY  MpPU3HaKy  unn
COBOKYMHOCTM MPU3HAKOB M paccmaTpuBaemMasi Kak eanHoe uernoe. B KOHTeKcTe HacTosLlen
MeToguku paccmaTpuBaemMble TUMbl KOMNOHEHTOB MHAOPMALMOHHOW CUCTEMbI NPEeACTaBMEHbI
B Tabnvue 1.

L - nokasaTenb, XapakTepu3ylLWUNW  KONMUYECTBO  YA3BUMbIX  KOMMOHEHTOB
MHGOPMaLMOHHOM CUCTEMBbI (aBTOMaTU3MPOBAHHbIX pabounx MECT, cepBepos,
TeNeKOMMYHMKaLMOHHOIO 00opyaoBaHus, CpPeacTB  3awuTbl  MHGOpMaumm u  Opyrmux
KOMMOHEHTOB);

P - nokasaTenb, XxapakTepusyloLwmnn BAnsHUE YA3BUMOro KOMMOHEHTa Ha 3alUULLEHHOCTb
nepumeTpa WHPOPMALNOHHOM CUCTEMbI UMW NepumMeTpa CcerMeHTa WHGOPMaLVOHHOM
cucTeMbl (B cnyyae cermeHTMpoBaHus MHPOPMaLMOHHON CUCTEMDI);

K, I, p - BecoBble KO3(hUMUMEHTbI MokKasaTenen (3HadvyeHus npuBefeHbl B Tabnuvue 1
HacTosiwen MeTogukn).

15. B cnyyae, ecnu yaA3BMMOCTU  MOABEPXEHO  HECKONIbKO  KOMIMOHEHTOB
MH(OPMALNOHHON CUCTEMBI (HanpuMmep, UMEKTCA CBEAEHNA O NOABEPKEHHOCTU YA3BUMOCTU
KOMMOHEHTOB, obecneyvBalOWNX peanu3auuio  KpUTUYECKMX  MPOLeCcCcoB,  (DYHKLMN,



NMOMIHOMOYMA, a TaKKe MEXCETEBbIX OKpPaHOB, CeTeBblX YCTPOMCTB M  LUMO30B,
aBTOMaTU3NPOBAHHLIX pPaboynmx MeCT, CepBepoB, TENEeKOMMYHUKAUMOHHOro obopyaoBaHus,
CPEeACTB 3alimTbl MHGPOPMaUMU, CUCTEM XPaHEHUS LaHHbIX U OPYrMX KOMMOHEHTOB), TO
WTOrOBOW OLEHKE MoKasaTens, XapakTepuaylowero Tun KOMMOHEeHTa WHGOPMaLNOHHOMN
cuctembl (K), npuceanBaeTcst HaMBonbLIEE U3 3HAYEHWU.

16. lNokasaTenb lat onpegenseTca B COOTBETCTBMM C MMEKLWENCA Yy onepaTtopa
WHpopmaumnen o BO3MOXHOCTM 3KCMfyaTauun Ys3BUMOCTM Ha MOMEHT OLEHKM YPOBHS
KPUTUYHOCTU YSI3BMMOCTEN MPOrpaMMHbIX, MPOrpaMMHo-annapaTHbIX CPeacTB MO creaylowen

dopmyrne:
lat=e X E, roe

E - nokasartenb, xapaKTepM3yrou.|,V|17| KcnnyataumMw yA3BMMOCTU HapywuTenaAMmn B
pealribHbIX KOMMNbOTEPHbLIX aTaKax;,

€ - BecoBOM KoadhduuUMEHT Onsa nokasatens E (3HayeHus npueBedeHbl B Tabnuue 1
HacToswwen MeToaukm).

Ecnv nokasaTtenb, XxapakTepusyllmMin BO3MOXHOCTb  3KCMfyaTauum  yA3BMMOCTHM
Hapywmtenamun (E), MOXeT NpuHMMaTb HECKOMbKO 3HAaYeHUn (Hanpumep, UMEKTCS CBEAEHMS
06 aKkcnnyaTauum ysi3BUMOCTWU B pearibHbIX KOMMbIOTEPHbBIX aTakax U MMEKTCS CBeAeHMs O
npogaxe cpeacTB aKcnnyaTauum (3KcnnowmTta)), TO UTOrOBOW OLEHKE AAHHOro nokasartens
nprcBanBaeTCcs HanbornbLUee U3 3HA4YEHUN.

B cnyyae usmeHeHuss B baHke paHHbIX yrpo3 6esonacHoctn mHpopmauun PCTIK
Poccun ceepeHnii 06 akcnnyataumMm ysi3BUMOCTU, PacyeT YPOBHSA KPUTMYHOCTU YSA3BUMOCTU
NPorpaMMHbIX, NPOrpaMMHoO-annapaTHbIX CpPeAcTB B WMHAOPMAUWMOHHOMW CUCTEME [OJSDKEH
NPOBOANTLCSA MOBTOPHO C Y4ETOM BCEX U3MEHEHUN.

17. MNokasartenb limp onpefenseTca ¢ y4eToM BO3MOXHbIX MOCMeACTBUN BO3AEUCTBUM,
KOTOPbIM MOXET NOABEPrHYTbLCS MH(OPMALMOHHAA CMCTEMA MPU 3KCMyaTaunm ysi3BMMOCTM,
no cnegyowlen opmyne:

limp=h x H, roe

H - nokasaTtenb, xapakTepu3yoLnin BO3MOXHbIE NOCINEACTBUS, KOTOPbIE MOTYT HACTYNUTb
B MHCPOPMALIMOHHON CUCTEME NpU SKCNyaTauun ys3BUMOCTH;

h - BecoBon KoadUUMEHT Ana nokasatens H (3HayeHusa npueegeHbl B Tabnuue 1
HacToswen MeTogukn).

Ecnn nokasaTtenb, XapakTepusylowmii BO3MOXHbIE MOCNEACTBUS, KOTOpble MOryT
HacTynuTb B MHAOPMAaUMOHHOW cucTeMe npu akcnnyatauumn ysssumocty (H), npuHumaet
HECKONbKO 3HA4YeHWN (Hanpumep, HapyleHWe LenoCTHOCTM [AaHHbIX W MOBbIWEHUe
npuBMnernin), To UTOrOBOW OLIEHKe AaHHOro nokasaTens npucBauBaeTcs Haubonbluee u3
3HaYeHU.

B cny4yae Wn3MeHeHUA yCﬂOBMVI, KOTOPpblIE BIIMAKOT Ha nNocneancrtesna 3KCrjiyatayum
yA3BUMOCTN, pacyeT YPOBHA KPUTUYHOCTU yA3BUMOCTU nporpamMmmMHbIX,



nporpaMMHo-annapaTtHbIX CPeacTB B MH(OPMAUMOHHOM CuUCTeMe [OJPKEH MpPOBOAUTLCS
MOBTOPHO C Y4ETOM BCEX M3MEHEHUIA.

3HayeHus1 BECOBbIX KO3(MMULMEHTOB U OLIEHOK MoKasaTerien, onpeaensowmx BrnmsHue
ySI3BMMOCTW MPOrpamMMHbIX, NporpaMmMHo-annapaTHbIX CPEACTB Ha MHPOPMALIMOHHYO CUCTEMY
npveeaeHbl B Tabnuue 1.

Tabnuua 1 - 3HayeHuss BecOBbIX KO3IPMDUUMEHTOB M OLEHOK MoKasaTenew,
onpeaensiowmnx BANAHNE Y3BMMOCTM Ha MHOPMALMOHHYIO CUCTEMY

N | HaumeHoBaHne | BecoBowu HanmeHoBaHue 3HaveHne | Wtor
n/n KO3 BO3MOXHbIX 3Ha4YE€HUN nokasa | (k x Ki,

dorum nokasartens Tens I x Lj,
EeHT (Ki, Lj, |pxPm,
rnokasa Pm, En, | e x En,
Tens Hk) h x Hk)

(k, 1, p, e,
h)

[aHHble ans pacyeTa nokasartens linfr

1 | Tvin KOMMNOHEHTA 0,5 YA3BMMOCTU NOABEPXKEHDI 1,1 0,55
NHPOPMAaLIMOH KOMMOHEHTbI CUCTEMBbI,
HOW CUCTEMBI, obecneumBatoLme
noaBepPXKEHHOro peanunsaunio BaXkHbIX
yassumocTtyn (K) npoueccos

(busHec-npoueccos),
dYHKLUMIA, NONHOMOYMI

YA3BMMOCTU NOABEPXKEHDI 0,9 0,45
MeXCeTeBble AKpaHbl
YA3BMMOCTU NOABEPKEHDI 0,9 0,45
ceTeBble YCTpoOMCTBa U
LLFTHO3bl
YA3BUMOCTU NOABEPXKEHDI 0,8 0,4

TENeKoOMMYHUKaLMOHHOe
obopynoBaHue, cuctema
yrnpaBreHus ceTblo
nepegayv AaHHbIX

YA3BUMOCTU NOABEPXKEHDI 0,7 0,35
cepBepbl (LLeHTpanbHble
BblYUCIIUTENbHbIE Y31bl)

YA3BUMOCTM NOABEPXKEHDI 0,5 0,25
nonb3oBaTeribCckue
yCTpOMnCTBa
(aBTOMaTU3NPOBAHHbLIE




paboune mecTa)

YA3BUMOCTU NOABEPXKEHDI 0,4 0,2
CUCTEMbI XpaHEHNs
AaHHbIX
YA3BMMOCTU NOABEPXKEHDI 0,1 0,05
Apyrue KOMMNOHEHTbI
KonwnyectBo 0,2 Bonee 70% KoMNOHEHTOB 1,0 0,2
YA3BUMbIX oT obLero y1cna
KOMMOHEHTOB KOMMOHEHTOB B
MHOPMaLIMOH MHOPMaLIMOHHON
HOW CUCTEMbI cucrteme
(obecneymnBato
LUX peanunsaumio 50 - 70% 0,8 0,16
KPUTUYECKUNX KOMMNOHEHTOB OT obLero
npoueccos, yncna KOMNOHEHTOB B
byHKLMR, NHJOPMaLIMOHHON
NOMTHOMOYUN, cucreme
MeXCceTeBbIX .
9KpaHoB, ceTeBbIX 10 - 50% 0,6 0,12
yYCTPOVICTB 1 KOMMOHEHTOB OT obLiero
LLIMIO30B, HMCNa KOMMOHEHTOB B
aBTOMaTU3MPOBaH MH(OPMaLMOHHON
HbIX paboumx cnucreme
reeﬁ;’(g;fn?/im:, MeHee 10% KOMMNOHEHTOB 0,5 0,1
LIMOHHOTO oT obuiero yncna
o6GopyaoBaHms, KOMMOHEHTOB B
CPEeMCTB 3alMTh NHJOPMaLIMOHHON
MHbOpPMALIAY, cucTteme
CUCTEM XpaHeHNS
AaHHbIX 1 Apyrux
KOMnoHeHToB) (L)
Brnnanue Ha 0,3 Ya3BMMOe nporpamMmMHoe, 1,1 0,33
9PPEKTUBHOCTb nporpamMmHo-annapaTHoe
3awmThbl CpeacTBO AOCTYMHO U3
nepumMmeTpa cetn "HtepHeT"
NHOPMaLIMOH
HOW CUCTEMDbI (P) Yassnmoe nporpamMmmHoe, 0,6 0,18
nporpaMmMHo-annapaTHoe
CpeacTBO HEOOCTYMHO U3
cetn "IHTepHeT"
[aHHble ona pacyeTa nokasaTens lat
kcnnyaTaums 1,0 JKcnnyaTupyeTtcs B 0,6 0,6

ysa3sumMocTy (E)

pealibHbIX aTaKkaxX




NmetoTca cBegeHns o
Hanu4umn cpencTe
aKcnnyaTtaymm
(akcnnownTa) ya3sBMmocTun

0,3

0,3

OTcyTCTBYIOT CBEAEHMSA
06 akcnnyaTtaumm B
peanbHbIX aTakax
(Hanuumnmn akcnnonTa)

0,1

0,1

[laHHble ans

pacyeTta nokasarens limp

MNocnencTtBuA
BO34ENCTBUMN,
KOTOPbIM
noasepraeTcs
MHOPMaLIMOH
Has cuctema npu
aKkcnnyaTauum
ysa3smumocTtu (H)

1,0

BbinonHeHue
NPOM3BOJILHOIO KoAa
(Arbitrary Code Execution)

0,5

0,5

[NoBbieHWe NnpuBUIErnn
(Privilege Escalation)

0,5

0,5

Obxoa mexaHn3moB
©e3onacHocTK
(Security Bypass)

0,4

0,4

BHeppeHune koga
(Code Injection)

0,34

0,34

Mony4veHune
KOHbMAEeHUmanLHom
nHcpopmauun (Obtain
Sensitive Information)

0,3

0,3

HapyLueHne LenocTHoCcTH
AaHHbIX (Loss of Integrity)

0,3

0,3

OTkas B obcnyxmeBaHum
(DoS)

0,26

0,26

Mepesanucb
NPON3BOSIbHLIX PannoB
(Overwrite Arbitrary Files)

0,22

0,22

3anuncb nokanbHbIX
dannos (Write Local
Files)

0,2

0,2

UTeHne nokanbHbIX
dannos (Read Local
Files)

0,18

0,18

MNoaoenbHbIn
Monb30BaTENbCKUN

0,12

0,12




NHTEepdenc
(Spoof User Interface)

MexxcanToBbI CKPUNTUHT 0,1 0,1
(Cross Site Scripting)

18. lNo pesynbTatam pacyeTa YPOBHIO KPUTUYHOCTU YS3BUMOCTM MPUMEHMUTENbHO K
KOHKpeTHon cucteme (V) npucBavMBaeTCcd OO4HO W3 3HAYEHUW, yKal3aHHbIX B Tabnuue 2.
Mpumepbl pacyeTa YpPOBHS KPUTUYHOCTM YS3BUMOCTM MNpeacTaBrieHbl B NpunoxeHun 1 K
HacTtosiwen Metoguke.

Tabnuua 2 - 3Ha4yeHUss UTOroBOW OLIEHKM YPOBHSA KPUTUYHOCTU YA3BMMOCTU

N NToroBasi oueHka ypoBHS HanmeHoBaHue ypoBHA
n/n KPUTMYHOCTUN YA3BUMOCTM KPUTUYHOCTK YSI3BUMOCTM
1 V> 38,0 Kputnyeckum

2 50 =V = 8,0 Bbicokumn

3 20 =V<50 CpeaHun

4 V<20 Huskun

19. MNepecyeT 3HAYEHUA YPOBHA KPUTUYHOCTM YS3BMMOCTU OOJKEH OCYLLECTBNATLCA Ha
NMOCTOAHHOW OCHOBE (MO BO3MOXHOCTWM aBTOMaTU3UPOBaHHLIMU CPeacTBaMU) MpU BbISIBIIEHUN
HOBbIX CBedeHun 06 ysa3BMMOCTM (Hanpumep, BbiNycke pa3paboTymMkoM OOHOBNEHWUHN,
YCTPaHALWMX YA3BMMOCTb, MOSIBNEHWE B OTKPbITOM [OCTyne CpeactB aKchnyatauum
YSA3BMMOCTN).

. TIPUHATUE MEP 3ALLUNTbI UHOOPMALIUU, HAMPABJIEHHbIX
HA YCTPAHEHUE YA3BUMOCTEMU

20. B 3aBucumocTM OT YPOBHA  KPUTUYHOCTU  YSA3BUMMOCTEM  MNPOrpamMMHbIX,
nporpaMMHo-annapaTHbIX CPeaCTB B KOHKPETHOW WMHJOPMALMOHHOW CUCTEME OnepaTopom
NPUHUMAETCS peLleHne 0 NPUOPUTMU3ALNN U CPOKaX UX YCTPAHEHUS.

21. B oOTHOWeEHMM yA3BMMOCTEM MPOrpamMMHbIX, MpPOrpamMMHoO-annapaTtHbiX CpPeacTs,
KOTOpPbIM B COOTBETCTBUM C HacToswen MeTtogukon NpUCBOEH KPUTUYECKUW YPOBEHD,
peKOMeHOYEeTCH MPUHATL Mepbl MO MX YCTPaAHEHUIO B TeYeHUe HEecKoSbKMX 4acoB (4o 24
4acoB) C MOMEHTa NPOBEAEHNSI TAKOW OLIEHKM.

B oTHOLWEHNN ySA3BUMOCTEN NpOorpamMMHbIX, MPOrpaMMHO-annapaTHbIX CPEACTB, KOTOPbIM
B COOTBETCTBMM C HacTosilen MeToauKkol NPUCBOEH BBLICOKMI YPOBEHb KPUTUYHOCTW,
PEKOMEHAYETCS MPUHSATb MEPbLI MO NX YCTPAHEHUIO B TEYEHME HECKONMbKMX AHEeN (a0 7 aHen) ¢
MOMEHTa NPOBEAEHUS TAKON OLIEHKM.

B oTHOWEHUN ya3BUMOCTEN NPOorpamMmMHbIX, NPOrpaMMHO-annapaTHbIX CPeacTB, KOTOPbIM
B COOTBETCTBMM C HacTtoswen MeToamKkon NpPUCBOEH CPedHUN YPOBEHb KPUTUYHOCTM,



peKoMeHOyeTCsl MPUHATb Mepbl MO UX YCTPaHEHUIO B TeYEeHWEe HEeCKONbkuX Hedenb (oo 4
Hefenb) C MOMEHTa NPOBEeAEHUS TakoW OLEHKMN.

B oTHOWeEHNN ya3BMMOCTEN NPOrpamMmMHbIX, NPOrpaMMHO-annapaTHbIX CPeacTB, KOTOPbIM
B COOTBETCTBMM C HacTtoswen MeToaMKOMn NPUCBOEH HU3KUW YPOBEHb KPUTUYHOCTM,
pekoMeHOyeTCa NPUHATb Mepbl N0 UX YCTPAHEHWUIO B TeYeHWe HEeCKONbKMX MecsueB (o 4
MecALEeB) C MOMEHTa NPOBeAEHNST TAKOW OLIEHKN.

22. YA3BMMOCTU NpOrpaMMHbIX, MpOrpaMMHo-anmnapaTHbiX CPeacTB MoryT ObiTb
yCTPaHeHbI nyTem YCTaHOBKMU 06HOBEHMS nporpaMmMHOro obecneyeHus,
nporpamMmHo-annapaTHOro cpeacTBa UMM MPUHATUS KOMMEHCUPYIOLLMX OpraHU3auUMOHHbIX U
TEXHUYECKMX Mep 3alLUTbl MHpopMaLnn.

23. B cnyyae ecnu yA3BMMOCTM cogepxaTcss B 3apybOexHbiXx NporpammHbIX,
nporpaMmmHo-annapaTHbIX CpeacTBax unm nporpaMmMmHoM obecnedeHnn ¢ OTKPbITbIM UCXOOHbIM
KogoMm, pelweHne o6 ycTaHOBKE OOHOBMEHWA Takoro nporpaMmMHoOro obecnedeHus,
nporpaMmHo-annapaTHOro cpeactsa NPUHUMaETCs onepaTtopoM MHAPOPMALMOHHON CUCTEMBI
C Y4eTOM pe3ynbTaToB TECTUPOBAHUSA 3TOro OH6HOBMEHWS, NPOBEAEHHOr0 B COOTBETCTBMM C
MeTogukon TeCTMPOBaHUSA oGHOBNEHNN 6esonacHocTK nporpamMmMHbIX,
nporpaMmmHo-annapaTHbIX cpencTs, yTeepxxaeHHon PCTIK Poccum 28 oktsbps 2022 roga.

24. B cnyyae HEBO3MOXHOCTU MOSyYEHUs, YCTAHOBKM U TeCTUpOBaHUA OOHOBNEHUN
NporpaMMmHbIX, MpPOrpamMMHoO-annapaTHbiX CPeacTB MPUHUMAOTCA KOMMEHCUPYOLWNE Mepbl
3aWmTbl UHGOPMaLUWK.

25. Bblbop KOMMNEHCUMpylOLWMX Mep No 3awute WHpopMaunm OCyLEeCTBNAeTCs
onepaTtopoM C Y4eTOM CTPYKTYPHO-(PYHKUNOHAmNbHbLIX XapakKTepucTuK WHEGOPMaLMOHHON
CUCTEMbI, @ TaKke BO3MOXHbIX CNOCODOOB 3KCcnnyatauum yA3BMMOCTEN NPOrpamMMHbIX,
nporpaMmHo-annapaTHbIX CPeacTB.

KOMI'IeHCVIpyI'OU.l,VIMM opraHm3aumMoHHbIMMN N TEXHUYECKMMU MepaMUn, HanpaBJiEHHbIMU Ha
npeagorepalieHne BO3IMOXHOCTU SKCtyaTauunm yﬂ3BMMOCTeVI, MOTYT ABJATbCA:

n3mMeHeHmne KOHd)VII'ypaLWIVI YA3BUMbIX KOMMOHEHTOB CUCTEMbLI, B TOM 4YUCIiI€ B 4acCTu
UCKIMIOYEHNA npenocTtaBnieHna Aoctyna K WX beHKLI,VIFIM, NUCMNOJIHEHNE KOTOPbIX MOXET
cnocobcTBOBaTH 3KCnyaTaunn BbiABNEHHbIX yFI3BI/IMOCTeIZ;

OrpaHU4YeHMe MO WCMNONb30BaAHUIO YA3BMMbIX MPOrpaMMHbIX, MPOrpaMMHO-annapaTHbIX
CpeacTB UNM WUX MepeBod B pPexuM (YHKUMOHUPOBAHWUSA, OrpaHWYMBAOLLMA UCMOMHEHNe
dyHKUMI, obpalleHne K KOTOpbIM CBSI3aHO C WCMOSb30BaHUEM BbISBIIEHHbIX YSI3BUMOCTEW
(Hanpumep, OTKMOYEHNE YA3BUMbIX CIY>X0 1 CETEBbIX MPOTOKOSIOB);

pe3epBMpPOBaHME KOMMOHEHTOB CUCTEMbI, BKIOYas pe3epBUpPOBaHME CepBEepoB,
TEenekoMMYHUKaLMOHHOrO 060pyA0BaHUS U KaHANOB CBSA3MU;

ncnonb3oBaHne CUrHatyp, pewawwmx npasun cpeactes  3allUTbl I/IHCbOpMaU,I/II/I,
obecneynBaloLLnNX BbISBNIEHNE B CUCTEME Npun3HaKoB aKcnsyaTtauun yFI3BMMOCTel7I;

MOHUTOPUHI MH(OPMaLMOHHON 6e3onacHOCTU U BbisiBfieHWEe cobbiTuii 6e3onacHoCTH
NHOPMaLUN B CUCTEME, CBA3AHHbIX C BO3MOXHOCTbIO 3KCMyaTaumm ysa3BMMOCTEN.



MpunoxeHue

kK MeToauKe OueHK/ YPOBHS

KPUTUYHOCTU YS3BUMOCTEN NPOrpamMMHbIX,
nporpaMmHo-annapaTHbIX CpeaCcTB

NMPUMEPDI .
PACYETA YPOBHA KPUTUHHOCTU YAIBUMOCTEU
NMPOrPAMMHOIO OBECMNEYEHUA

Mpumep 1.
1. UcxoaHble aaHHble 06 YA3BMMOCTM:

CsepaeHunst 06 ya3BMMOCTH, coaepXalumecs Ha cante baHka aaHHbIX yrpo3 6e3onacHoCTu
nHdopmauum ®CTIK Poccum https://bdu.fstec.ru/vul/2025-01611.

NoeHtndpukaTtop: BDU:2025-01611

OnucaHue ysa3BMMOCTM: YS3BMMOCTb OfepauuoHHbiXx cuctem FortiOS cBdaAsaHa ¢
HEKOPPEKTHbIM NpUCBaMBaHMEM MNpPUBUIErMn. JKCnyataums ya3BMMOCTU MOXET MO3BONUTb
HapyLnTento, AeNcTByOWEMyY yaaneHHo, NOBbICUTL CBOM NPUBUIETUN.

BasoBbIi BekTOp ya3smumocTn: no CVSS 3.1:

AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

YpoBeHb ONAacHOCTU ys3BUMOCTU: BbiCOkMIA ypoBeEHb onacHocTh (6asoBas oueHka CVSS
3.1 coctaenserT 8,8).

Hanwnuue akcninonTa: [laHHble YTOUYHATCA.
JkcnnyaTtauusa B pearbHbIX aTakax: [JaHHble yTOYHAITCS.

1.1 Wcxogss u3 ypoBHs onacHoctu ysassumoctu BDU:2025-01611 no CVSS 3.1,
rnokasaTtersio levss NpucBanBaeTca crieaytoLlee 3HaYeHne:

lcvss = 8,8
1.2 Vicxogsa M3 onncaHus yasBMMOCTH, NokasaTento nocneacTsnin BO34eNCTBUN, KOTOPbIM
nogBepraeTca WMHPOPMaLUMOHHAA cucTeMa MNpu JKcnayaTauun ya3BMMOCTU MpuUcBanBaeTCs
3HayeHue "lMNosbiweHne npusunerun (Privilege Escalation)" (H = 0,5):

limp=1,0x0,5=0,5

1.3 Ncxooss M3 OTCYTCTBMS CBEAEHUW O HanMyuu 3SKCNMouTa U UCMONb30BaHUU B



peanbHbiX aTakax mnokasaTento BO3MOXHOCTM 3KChfyaTauum yYsS3BMMOCTU HapyLUTENsMU
npuceamBaeTcsi 3HadeHne "OTCyTCTBYIOT CBedeHust 00 aKcnnyaTtauuMuM B pearnbHbIX atakax
(Hanuuumn skcnnownta)" (E = 0,1):
lat=1,0x0,1=0,1
2. UcxoaHble paHHble 06 HPOpPMaLMOHHON cUcTeMe:

2.1 CBegeHusi 0 KOMMOHEHTax WHGOPMALMOHHOW CUCTEMbI OMNpedeneHbl B opraHe
(opraHusauumn) no pesynbTatamMm NPoBeAEHHON NHBEHTapu3auuu.

Ncxons ns gaHHbIxX MHBEHTapu3auunn onpeneneHo:

Tun KOMMNOHEHTa I/IH(bOpMGLl,I/IOHHOVI CUCTEMDbI, noaBep>KeHHOoro YyA3BUMOCTNU:
MeXceTeBble 3KpaHbl

K=kxK=0,5x0,9=0,45
KonuyecTtBo ya3BMMbIX KOMMOHEHTOB MHopMaunoHHon cuctemsl: 10 - 50%
L=1xL=0,2x0,6=0,12

BnnaHne Ha opdekTMBHOCTL 3awnTbl nepumeTpa WHGPOPMALNOHHON CUCTEMbI:
yA3BMMOE NnporpaMmmMHoOe, nporpamMmHo-annapaTHoe CpeacTBO AOCTYMHO U3 ceTn "UHTepHeT".

P=pxP=03x1,1=0,33

Takum  obpasomMm, onpegensdetcd  nokasatefnb  BAMAHUA  YA3BMMOCTM  Ha
JYHKUMOHNPOBaHNE MHGPOPMaLNOHHOW cuctembl linfr.

linfr =k xK+IxL+pxP=045+0,12+0,33=0,9
3. Pac4yeT ypOBHS KPUTUYHOCTU YS3BMUMOCTU MPOrpammHbIX, MporpaMMHo-annapartHbIX

cpeactB B MHGOPMaLMOHHOW cucteme V OCyLEeCTBISIETCA C MCMNONb30BaHWEM [aHHbIX,
MONyYeHHbIX B NpeablayLwmnx nyHKTax, no dopmyne:

V:Icw:XIﬂ:ﬁ' X(jrm-—jr- }:B.BXD.QX[:D_]_—D_S} =4 T8

fi ]

Taknm o006pasoMm, YPOBHIO KPUTUYHOCTU YKa3aHHOM YA3BMMOCTU ANt UMEHOLLIENCS
NMHOPMaLMOHHOM cucTeMbl NpucBanBaeTca 3HadveHune "CpegHmin” (2,0 = V <5,0).

Mpumep 2.
1. UcxoaHble AaHHblIe 06 YA3BMMOCTMU:

CeepeHus 06 ysa3BMMOCTU, cogepXalumecss Ha cante baHka gaHHbIX yrpo3 6e3onacHoOCTU
nHdpopmauunn CTIK Poccum https://bdu.fstec.ru/vul/2025-03219.

NpenTtudukatop: BDU:2025-03219.



OnucaHve ya3BUMOCTU: YA3BMMOCTb KOHTpoOmsfepa BXoAsdlwlero Tpaduka B Krnactepe
Kubernetes ingress-nginx cBsidaHa C HeOOCTATOYHbIM MPOCTPAHCTBEHHbIM pasgesieHNeM.
okcnnyaTtaums ys3BMMOCTM MOXET MO3BOMUTbL HapyLlUTento, OencTByloweMy YAaneHHo,
BbIMOMHUTL MPOU3BOSbHbLIN KO B KOHTEKCTE KOHTpOsirepa.

BasoBbIi BekTOp ya3sumocTu: no CVSS 3.1:

AV:N/AC:L/PR:N/UIL:N/S:U/C:H/I:H/A:H

YpoBeHb OMACHOCTU yA3BMMOCTU: KpuTuyeckun ypoBeHb onacHocTu (6asoBasi oueHka
CVSS 3.1 cocraBnsieT 9,8).

Hanuune akcnnowta: CylecTByeT B OTKPbITOM AOCTYyne.
OkcnnyaTtauus B peanbHblx aTakax: [JaHHble YTOYHSOTCSI.

1.1 Wcxomss u3 ypoBHs onacHoctu ysassumoctu BDU:2025-03219 no CVSS 3.1,
nokasaTento lcvss NpYcBanBaeTCs crneaytoLlee 3HadeHue:

lcvss = 9,8
1.2 Ncxoasa 3 onucaHus ys3BMMOCTU, NokasaTento NocneacTsui BO3AENCTBUN, KOTOPbIM
nogBepraeTca WMHPOPMaLMOHHAA cuUcTeMa MNpu SKcnnyatauun ya3BMMOCTU MpuUcBanBaeTCs
3HayeHue "BbinonHeHne npounasosibHoro koga (Arbitrary Code Execution)" (H = 0,5):
limp=1,0x0,5=0,5
1.3 Ncxoaa ns otcyTcTBUA cBegeHnn 06 ncnonb3oBaHMmM YI3BUMOCTY B pearibHbIX aTakax
N HanNu4uio cBefeHW O CyLLLECTBOBAHUKN 3KCMONTa NoKasaTesnto BO3MOXHOCTW 3KCnyaTaumm
YS3BMMOCTWU HapyLuMTenamMuM npucBamBaeTcsa 3HadeHune "VIMerTcsa CBeOeHUs O Hanmmuum
cpencTtB akcnnyaTaumm yassmumoctn” (E = 0,3):
lat=1,0x0,3=0,3

2. AcxopHble pgaHHble 06 nHhopmaLMoOHHOM cucTeme:

2.1 CBegeHMss O KOMMOHEHTaxX MHMOPMALMOHHON CUCTEMbI ONpedeneHbl B OpraHe
(opraHmnsauum) no pesynbtatam NPoBeLEHHON NHBEHTapU3aLmn.

Ncxons us gaHHbIX MHBEHTapu3aumm onpeaerneHo:
Tun kKOMNoHeHTa MHGPOPMALMOHHOW CUCTEMbI, MOABEPXKEHHOIO YS3BMMOCTH:

KOMMOHEHTbI CUCTEMbl, oObecneunBallmne peanus3auuio  KPUTUYECKMX MNpOoLEeCcCOoB
(6nsHec-npoueccoB), PYHKUNIA, MONTHOMOYNI;

cepBepbl (Ll,eHTpaJ'IbeIe BblHUCIIUTEIIbHbIE y3J'IbI);

nofib3oBaTesibCKune yCTpOVICTBa (aBTOMaTM3MpOBaHHbIe pa6ow|e MeCTa);



CUCTEMbI XpaHEHUA OAaHHbIX.

B cootBeTctBUM C nyHKTOM 15 HacTtoswen MeToamkm B criydae, €Cin HEeCKOSNbKO
KOMMOHEHTOB MH(OPMALMOHHON CUCTEMbI MOABEPXKEHbLI YA3BMMOCTU, TO WUTOrOBOM OLIEHKE
KOMMOHEHTa MHAOPMALVOHHOMW CUCTEMbI NpUCBaMBaeTCa Hanbonbllee 13 3HAYEHUA OLIEHKM
nokasatens (K).

K=kxK=0,5x1,1=0,55
KonnyectBo ys3BMMbIX KOMMOHEHTOB MH(POPMALMOHHON CUCTEMbI:

6onee 70% (KOMMOHEHTbI CUCTEMbI, ObecneumBaromMe peanusaumto  KpUTUYECKUX
npoveccos (bnsHec-npoueccoB), OYHKUMIA, NONTHOMOYUIA);

50 - 70% (cepBepbl (LeHTparnbHble BbIYUCIIUTENbHbIE Y3Nbl));
10 - 50% (nonb3oBaTenbCKMe YCTPONCTBA (aBTOMaTU3NpoBaHHbIE paboyne mecTa));

10 - 50% (cucteMbl XpaHeHUS OaHHbIX).

MprmeyaHue.
B odmumanbHOM TekcTe OOKyMeHTa, BMOMMO, AOonyLleHa onedyartka: nyHKT 2.8 MeTtoaukm
OTCYyTCTBYeET.

B cooTtBeTcTBMM C nognyHkToM 2.8 HacTtoswen MeToguku B criydae, €Cfi HECKOJSbKO
KOMMOHEHTOB MHMOPMALMOHHON CUCTEMbI MOABEPXKEHbLI YA3BMMOCTU, TO UTOrOBOW OLIEHKE
KOMMOHEHTa MHGOPMALMOHHOMW CUCTEMbI NpUcCBamMBaeTCcs Hanbonbllee 13 3HaYEHUA OLIEHKM
nokasartens (L).

L=I1xL=02x1,0=0,2

BnnaHvne Ha opekTMBHOCTL 3awnTbl nepumeTpa WHGPOPMAaLNOHHOW CUCTEMbI:
YyA3BMMOE NporpaMmmMHoOe, nporpamMmHo-annapaTHoe CpeacTBO AOCTYMHO 13 cetn "UHTepHeT".

P=pxP=03x1,1=0,33

Takum  obpasom, onpegenseTcs nokasatenb  BMAUAHUA  YA3BMMOCTHU Ha
JYHKUMOHNPOBaHNE MHGPOPMaLNOHHOW cuctembl linfr.

linfr =k xK+IxL+pxP=055+0,2+0,33=1,08
3. Pac4yeT ypOBHS KPUTMYHOCTU YSA3BMMOCTU MPOrpammHbIX, MporpaMMHo-annapaTtHbIX

cpeactB B I/IHCt)OpMaLI,I/IOHHOIZ cucteme V ocyuwiecTBndaeTcd C ucnosrnb3oBaHNMEM [OaHHbIX,
NOoJ1Iy4eHHbIX B npeablaywmnx nyHKTax, no cpopmyne:

V=1 I, x(I,+I,)=9.8x1.08x(0.3+0.5)~8.47

EVES g



Takum 00pa3oM, YPOBHIO KPUTUYHOCTM YKa3aHHOW YA3BMMOCTM ANA  MMEKoLLEencs
MHOPMAaLMOHHON CUCTEMBI NpucBanBaeTcs 3HadyeHme "Kputundeckun" (V > 8,0).
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