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METOAWYECKUA OOKYMEHT
PYKOBOACTBO
NO OPFAHU3ALIUU NMPOLIECCA
YNPABJIEHUA YA3BUMOCTAMU
B OPI'AHE (OPFTAHU3ALIUN)

1. OBLLUUE NOJTOXEHUA

1.1. HacToswee PYKOBOACTBO no
ynpaBneHunto ysI3BMMOCTSAMMA B opraHe
(opraHusaunn) (nanee - PykoBoacTteo)

pa3paboTaHoO B COOTBETCTBMM C MOANYHKTOM 4
nyHkTa 8 MNMonoxeHus o PepepanbHon crnyxbe no
TEXHUYECKOMY U OKCMOPTHOMY  KOHTPOMHO,
yTBepxaeHHoro Ykasom [NpesngeHta Poccuinckon
depepaunn ot 16 aerycta 2004 r. N 1085.

1.2. PykoBoacTBO onpenensieT cocTae U
coepxaHue paboT Mo aHanuay M yCTpaHEHUIo
ySI3BUMOCTEW (nanee - ynpasneHue
YSI3BUMOCTSIMM), BbISIBNIEHHbIX B MPOrpaMMHbIX,



nporpaMmmMmHoO-annapaTHbIX cpencrteax

MHPOPMALIMOHHBIX cuctem,
MHPOPMALIMOHHO-TENEKOMMYHUKALMOHHBLIX
ceTei, aBTOMaTU3MPOBaHHbIX cuctem
ynpasneHus,

MHPOPMALIMOHHO-TENEKOMMYHUKALMOHHBLIX
MHPPaACTPYKTypax LEeHTPOB 0OpaboTkM AaHHbIX,
Ha 6a3e KOTopbIX (PYHKUMOHMPYIOT 3TN CUCTEMbI U
ceTu (aanee - MHPOPMAaLMOHHbIE CUCTEMBI).

1.3. Hactoswee PykoBoACTBO NOANEXUT
NPYMEHEHWIO  TOCYAapCTBEHHbIMKM  OpraHamu,
opraHmsaumMsmMuM, B TOM uucre cybbekTamu
KpUTUYeCcKom MHPOPMaLMOHHON NHAPACTPYKTYpPbI
Poccuinckon depepauun, ABNAOLWMNMUCSA
onepatopamu NHPOPMAaLIMOHHBIX
(aBTOMaTU3NPOBAHHLIX) CUCTEM (Oanee - opraHbl
(opraHmsaumn)) npu  NPUHATAN UMKM  Mep Mo
YCTPaHEHUIO YyA3BUMOCTEMN nporpaMmmMHbIX,
nporpaMmmMmHo-annapaTHbIX cpeacTB
WH(POPMALIMOHHbIX CUCTEM B COOTBETCTBUU C
TpeboBaHuMaAMM O  3awuTe  MHOPMaLUW,

co,u,ep»(au.l,eﬁoﬂ B rocyaapCrtBEeHHbIX
VIH(*)OpMaLIMOHHbIX cucremMax, Tpe6OBaHVI9|MI/I no
obecneveHuto B6esonacHocTU 3Ha4YNMbIX

obbekToB KpPUTHUYECKON MHGOpPMaLNOHHOM
WHpacTpykTypbl Poccuiickon degepauun, a
Takke WHbIMA  HOPMaTUBHbIMKM  NPaBOBbLIMU
aKkTamm 1 metogudecknmm gokymeHtamm ®CTOK
Poccun.



1.4. 3apayamn PykoBogctBa sBRSOTCSA
co3daHne OCHOBbl AndA pa3paboTkM AeTanbHbIX
pernaMmeHToB W CTaHOapTOB MO yMNpaBfeHuto
YA3BMMOCTAMM c y4yeTom ocobeHHocTeN
PYHKLMOHMPOBAHUSA OpraHoB (opraHusauumi) wu
opraHusauus B3aMMOOeNCTBUSA mMexay
CTPYKTYPHbIMU nogpasgeneHusiMm opraHos
(opraHuMsaumn) no  Bonpocam  YCTpaHeHus
YA3BUMOCTEMN.

1.5. YnpaBneHue YA3BUMOCTAMU
cepTUdULNPOBaHHbIX nporpaMmMHbIX,
nporpaMMHo-annapaTHblX  CpeacTB  3aluThl
uHpopmaumm  obecneymBaeTcas C  y4yeTOM
3KCMMyaTauMoOHHON AOKYMEHTauum Ha Hux, a
Takxe pekoMmeHgauun paspaboTynKkos.

1.6. B PykoBoactBe  MCNonb3ylTcs
TEPMUHBbI W OnpeaeneHus, YCTaHOBMEHHbIE
HauMoHarnbHbIMU cTaHgapTamu OCT P
50922-2006 "3awmTta uHPopmauun. OCHOBHbIE
TepMuHbl 1 onpegenenmns”, TOCT P 56545-2015
"3awuTta UHG opMaLmN. Ya3BMMOCTH
MHOPMaLMOHHLIX cuctem. [MpaBuna onuncaHus
yassumocten”, TOCT P 56546-2015 "3awwuTta
UHGopMaumn. YA3BUMOCTU  MH(POPMALUOHHBIX
cucTtem. Knaccudgukauma yA3BUMOCTEN
MHopmaumoHHbIX cnuctem", FTOCT P 59547-2021
"MOHUTOPUHI MHOPMaLMOHHOM BGe3onacHocTun",
FOCT P 59709-2022 "3awwuTta uWHpOpMaLUN.



YHpaBneHme KOMMNbOTEPHbIMKN  MHUMOEHTAMWU.

TepMuHbI n onpegenexHna” 7] NHBLIMN
HauMoHanbHbIMW  CTaHgapTamm B obrnactu
3aWunThI WHpopmaLmm n obecneyveHus

MHOopMaLMOHHOM Be3onacHoCTH.

1.7. B PykoBoactBe  MCNOMb3ylTCS
obo3HayeHua Ha cxemax, npuBedeHHble B
NPUMNOXEHNN K HAaCTOSALLEMY JOKYMEHTY.

2. NMPOLIECC YIMNPABIJIEHUA
YA3BUAMOCTAMU

2.1. Tpouecc ynpaBneHus ysA3BUMOCTSIMM
BKIOYAET MATb OCHOBHbIX 3TANoB (PUCYHOK 2.1).



1. MoHHTOPHAT
YA3BHMOCTEH H
OIl¢HKA HX
TNIPHMeHAMOCTH

5. KoHTpOoas
yCTpaHeHHS
VA3BHMOCTel

4. VcTpanenne
yA3BHEMOCTel

2. Onenka
¥A3BHMOCTeH

3.0mpeaeTeHne
MeT0J0B H
IpHOPHTETOB
VeTpaHeHHs
VA3BHMOCTeH

PucyHok 2.1. - 3Tanbl paboT no ynpaeneHuto
ySI3BMMOCTSAMM

Ha aTane MOHMTOpWHra ysi3BUMOCTEN U
OLUEHKM UX MPUMEHMMOCTU  OCYLLECTBIISIETCS
BbISIBIIEHME YS3BUMOCTEN Ha OCHOBAHWUM OaHHbIX,
nonyyYyaembiX W3  BHEWHUX U  BHYTPEHHUX
WUCTOYHMKOB, W TMPUHATUE peLlleHun no  ux
nocnegytowen obpaboTke.



Ha aTane OLIEHKU yA3BUMOCTEN

onpegenseTcs YpPOBEHb KPUTUYHOCTM
ysi3BMMOCTEMN NPUMEHUTENBHO K
NHEOPMALIMOHHBIM cuctemam opraHa
(opraHusaumn).

Ha oatane onpegeneHvs MeTogoB U
nprMopuTETOB yCTpaHeHus ysi3BMMOCTEN
onpegensieTcs  NPUOPUTETHOCTb  YCTPaHEeHus
ysI3BMMOCTEN U BblOMpaloTca  MeToabl  UX
YyCTpaHEeHMS: obHoBNEHME NPOrpaMmHoro
obecneveHus n (nnn) npuMeHeHne
KOMMNEHCUPYIOLLMX Mep 3amnTbl MHGOPMaLMK.

Ha oaTane ycTpaHeHus  ys3BUMOCTEWN
NPYHMMAIOTCA  Mepbl, HanpaBneHHble  Ha
yCTpaHEHMEe WM  UCKINIOYEHUE  BO3MOXHOCTU
ncnonb3oBaHus  (dKcnnyaTauun)  BbIIBNEHHbIX
YA3BUMOCTEMN.

Ha aTane KOHTpOns yCTpaHeHus
YyA3BMMOCTEN ocyLlecTBnsieTca cbop n obpaboTka
AaHHbIX O Mpouecce ynpaBneHus ysa3BMMOCTAMU
N ero pesynbTaTtax, a Takke NPUHATUE peLleHUi
No ynyuLIeHN0 aHHOro npouecca.

2.2. TMpouecc ynpaeneHns ysi3BUMOCTSAMM
opraHusyetcs Ans  BceX  MHMOPMALMOHHBIX
cuctem opraHa  (opraHusauum) U JOJDKEH
npegycMaTpuBaTh MOCTOSIHHYHO U HEMpPepbIBHYO



akTyanusaumio cBegeHun o6  yA3BMMOCTSX U
obbektax WHpopmauMoHHOW cuctembl. [pu
NU3MeHeHUn cTaTyca YA3BUMOCTEN
(NnpUMeHUMOCTb K MHGOPMALMOHHBIM CUCTEMAM,
HanuumMe ucnpaBneHun, KPUTUYHOCTb) AOMKHbI
KOppEeKTUpPOBaTbCs CNOCOObI NX YCTPaHEHWUS.

2.3. TMpouecc ynpaeneHns ysi3BUMOCTSAMM
CBSAI3aH C ApyrMmu npoueccamu v npoueaypamu
[AesTENbHOCTU opraHa (opraHusauum):

MOHUTOPUHT MHGOpPMaLNOHHOM
BGesonacHocTn - npouecc NMOCTOSIHHOTO
HabnogeHns n aHanusa pe3ynbTaToB
perncTpaumMm cobbiTuii 6e30MacHOCTU U UHbIX
OaHHbIX C Uenbl  BbIABMAEHUA  HapyLUEeHUR
BGesonacHocTn NHopMaLmu, yrpos
6e3onacHOCTU MHOPMaLUN N YA3BUMOCTEN;

oueHka 3aLUMLLEHHOCTH - aHanm3
BO3MOXHOCTM  UCMOMb30BaHUSA  OOHapY>XEeHHbIX
YySI3BMMOCTEN ANsi peanu3aumm  KOMMbITEPHbIX
aTak Ha WHMOPMAUMOHHbIE CUCTEMbI OpraHa
(opraHmsaumn);

oueHka yrpo3 6e3onacHoCT nHpopmaumu -
BbIBMIEHME W OLEHKa akTyanbHOCTM Yrpos,
peanusaums (BO3HMKHOBEHME) KOTOpPbIX
BO3MOXHa B MHOPMALMOHHBLIX CUCTEMAaX OpraHa
(opraHmsaumn);



yrnpaereHne KoHdurypaumen - KOHTPOSb
M3MEHEHUIA, COCTaBa MU HAaCTPOEK NPOrpaMMHOro U
nporpaMmHo-anmnapaTHoro obecneyeHust
MHPOPMALIMOHHBIX CUCTEM;

ynpasneHve oBHOBNEHMAMU -
npuobpeTeHne, aHanM3 UM pasBepTbiBaHUE
OGHOBrEHW nporpaMMHoro obecneveHnss B
opraHe (opraHusauun);

npuMeHeHue KOMMEHCUPYHOLLNX mep
3awuTbl  MHGoOpMauum - paspaboTka
NpYMeHeHWe  Mep  3aWwuTbl  MHGOpMaLuK,
KOTOpble MPUMEHSITCS B UMHGOPMAaLMOHHOM
cuctemMe B3aMeH OTAENbHbIX Mep  3aluThbl
WHcbopMaumK, noAanexalimx —peanusauun B
COOTBETCTBUM C TpeboBaHMSIMM NO  3almTe
MHbopMaUMKN, B CBA3M C HEBO3MOXHOCTBIO WX
NPYUMEHEeHMSI.

Cxema npouecca ynpaBneHus
ySI3BMMOCTSIMM NMPeACcTaBneHa Ha pucyHke 2.2.

2.4. YyacTHvMKamy npouecca ynpaBneHus
YSI3BUMOCTSIMM SIBMSAOTCS:

a) nogpasgeneHve,  OCyLleCTBRSAOLLME
dyHKUMM no obecneyeHnto MHGpOpMaLMOHHON
bGesonacHocTn (ganee - nogpasgeneHve Mo
3awure):



pyKoBOAUTESb;

cneumanmcr, OTBETCTBEHHbIN 3a
npoBegeHWe  OueHKM  yrpo3  6e3onacHoCTM
MHcbopMaumn (aanee - aHanUTUK yrpos);



Apyrve npoliecce obecniesenus 6e30NacHOCTH MHHOPMALMOHHOI CUCTEMBI OpraHa (OpranMaaLnm)

MorumTopunr
WHHOPMALMOHHO
BesonacHocTm

Ouenka
3AUMLEHHOCTI

WHdopmauus 06
YAIBUMOCTAX

VAV

Vi AV

1. MOHUTOPIMHT 3. Onpepenenmne ] A
YAIBMMOCTER W 2, Ouenxa METOR08 1 4. Ycrpanenve ycvpau::u-
OueHKa ux ynnmuoﬂeﬁ npuopureTos YNJSMMO(YQIZ
PUMEHAMOCTH ycTpanenus YA3BUMOCTER ; e
A A (_,X A [A yeTpaneHsl

Ynpasnenve
KOHdUryauven

Ynpasnenue
0BHOBNEHARMM

bl OBbecneveHus

Apyrue

Mpusmenexve
KOMMEHCUPYIounX
MEP 3aUUTHI




PucyHok 2.2. - Cxema npouecca ynpasneHus
ysI3BMMOCTSAMMA

creLmanucr, OTBETCTBEHHbIN 3a
NpoBeAeHNE OLIEHKM 3aLUULLEHHOCTY;

cneumanucT, OTBETCTBEHHbIN 3a BHeapeHune
Mep 3aLnTbl HOpMaLnK;

©0) nogpasgeneHve, OTBETCTBEHHOE 33
BHeApeHue NHOPMAaLIMOHHBIX TEXHOMNOMNM
(oanee - nogpasgenexue UT):

pyKoBOAUTESb;
cneunanncr.

Mo peleHNto  pykoBOAMTENs  opraHa
(opraHusaumMn) B npouecce  ynpaBneHus
yS3BMMOCTSIMM ~ MOTYT ObiTb  3afeiicTBOBaHbI
Apyrve noapasfeneHus U cneuyuanuctbl, B
YacTHOCTM, nogpasfeneHne, OTBETCTBEHHOE 3a
opraHusauMio  3aKyrnok  MPOrpamMMHbIX — ”
nporpaMmHo-annapaTHbIX CPeAcTs,
nogpasaeneHuve, OTBETCTBEHHOE 3a
3KCMNyaTaumio MHXEHEPHbLIX CUCTEM.

PacnpegeneHue onepauuin, peannsyembix B
pamkax npouecca ynpaBreHus YA3BMMOCTSMMU,
no ponam paboTHMKOB noapasgeneHun UT un



noapasaeneHus no 3awmTte opraHa
(opraHunsaumn) <1>, npegcrasneHo B Tabnuue 2.1

<1> Ponu moryTt pacnpegenarbcs u (Mnm)
coBmMeLlaTbCs B 3aBMCMMOCTHU oT
YKOMMNSIEKTOBAHHOCTUN NoApasaeneHni

Tabnvua 2.1.



Onepaunn

MogpasneneHve no sawmrte

Mogpasnene

Hue NT
Pyko | AHan | Cne | Cne | Pyko | Cne
BOAW | UTWK | uMa | uma | Boau | uma
Tenb | yrpo3 | NUCT | NUCT | Tenb | nuct
no no
npo | BHe
Bede | Ape
HUO | HUIO
oue | mep
HKM 3a
32 | WuThbI
Ly
€HHO | MHGO
cTM | pma

Luu




1

2

3

4

5 6

MOHVITOpVIHI' yﬂ3BMMOCTel7’I N OueHKa X NpuMeHnMocCTu

AHanuna nHdopmauum o6 + +
YA3BMMOCTSIX (0) n)
OueHka NpUMEeHNMOCTH + +
YA3BMMOCTU (0) n)
MpuHATUE peLueHni Ha

nonyyeHune +
AONOSTHUTENBHOM (On)
nHdopmMauunm

NocTtaHoBKa 3agaym Ha +

CKaHMpoBaHne 06bEKTOB

(OW1)




CkaHupoBaHue 00bEKTOB + +
O) (D)

OueHka 3aWmLEeHHOCTN + +
O) (D)

OueHka ya3BuMocTen

Mony4eHue nHgopmaumm

06 ob6bekTax, +
NnoaBEePXXEHHbIX (On)
YS13BUMOCTU

OnpegeneHne ypoBHS +

onacHOCTU

(OW)




OnpegeneHne BNUAHUSA

+
Ha MH(OPMaLMOHHbIE (o)
CUCTEMBI
Pac4yeT KpuTM4HOCTHU + +
ySA3BMMOCTU (O) (n)

OnpepeneHve MeToa0B U NMPUOPUTETOB YCTPAHEHNSA YA3BMMOCTEN

Onpegenexune
NPUOPUTETHOCTU + +
yCTpaHeHuns (O) (n)
YA3BUMOCTEN
OnpepneneHne metonoB + +
yCTpaHeHus (0) )

YA3BUMOCTEN




MpuHATME peweHns o

N +
CPOYHOW yCTaHOBKe
oBHOBREHNI (O)
CospnaHune 3asaBkU Ha +
CPOYHYHO YCTaHOBKY (OW)
oGHoBNEHUA
CospgaHwve 3agaHns Ha +
yCTaHOBKY OOHOBMNEHMUI (On)
MpuHATHME pelueHna o
CpOYHOM peanusauum +
KOMMNEHCUPYOLLMX Mep (On)

3awmTbl Hopmauunm




Co3spgaHune 3agaHusa Ha
peanusauuio +

KOMMNEHCUPYOLLMX Mep (0]%))
3aLWmTbl MHOPMaLUn

YcTpaHeHue ysa3BMMocTen

CornacoBaHue

YCTaHOBKM C + +
PYKOBOLCTBOM (On) (Y)
noapasgenexnsa AT

TecTupoBaHue + +
obHoBMNEeHns (O) n)
YcTtaHoBka 06HOBNEHMS +

-+
B TECTOBOM CErmMeHTe (O) n)




MpuHATMe pelueHnsa ob +
yCTaHOBKe OOHOBEHUS (On)
YcTaHoBKa 06HOBIEHUS + +
©) | )
dopmunpoBaHue nnaHa +
YCTaHOBKW OBGHOBNEHMI (On)
PaspaboTka n
peanusauns + + + +
KOMMNEHCUPYHOLLMX Mep (O) (n) n) Y)

3amnTbl HOPMAaLMK

PaspaboTka n peanusaumns KOMNEHCUPYOLNX Mep 3aLLMThbI
MHopMaLmnn




Onpegenexne mep

3aWnTbl MHoOpMaUumn n + +

OTBETCTBEHHbIX 3a UX (O) n)

peanusauuio

CornacoBaHue + +
npueBneyYeHuns

paboTHMKOB (on) (¥)
Peanusauus + +
OpraHM3aunoHHbIX Mep

3awmTbl HopmaLuum (o) (¥)
HacTpowka cpeacts + + +
3awmTbl MHOpMaLmm (0) n) Y)




OpraHunsauus aHanmsa + +

cobbITnin 6esonacHoCTH (0) n)

BHeceHve nameHenumn B + + +

NT-nHbpacTpykTypy ) ©) | )
KOHTpOsb yCTpaHeHUs ySa3BMMOCTEN

MpuHATHE pelueHns o +

cnocobe KoHTpons (0]%)]

MpoBepka 06bLEKTOB Ha + +

Hanmyme ya3BMMOCTEN (0) (n)

OueHka 3aWmLEeHHOCTH + +

(O)




BbisiBrieHne oTkrnoHeHumn + +

1N HEUCMOSHEHUN (0) (%)

PaspaboTka

npeasioXXeHumn no N N .\
ynyyLleHuto npouecca

ynpaBneHus on) 1 M) Y)
YA3BMMOCTSIMU

PaspaboTka npeanoxeHui no ynydlieHnto npouecca yrnpasrneHus
YyS13BUMOCTSIMM

OnpegeneHne npuynH +
OTKINOHEHWU U (UNN) (OW)
HEUCNOSTHEHNI




KoppekTtupoBka

+ +
e © | »
,El,o6aBnevae NCTOYHMKA + +
g © | »
KoppekTupoBka + +
oo | © | @
CornacoBaHue cpoKoB + +
ycTpaHeHus yassumoctn | (ON) (Y)
CospgaHuve 3asaBkuM Ha + +
CPOYHYIO peanuaaumio (0) (M)

KOMMEHCUPYHOLLNX Mep




3aLmnTbl HOPMaLMK | | | | | |

O603Ha4veHus:

O - OTBETCTBEHHbIN - pabOTHMK, OTBETCTBEHHbLIN 3a 3aBEpLUEHNE
BbINOSHEHUS 3a4a4u;

N - NcnonHutenb - paboTHUK, HENOCPEACTBEHHO BbINOJTHAOLLMIA
3agavy;

Y - YyacTHuK - paboTHUK, y4acTue kotoporo Tpebyetcs ansa
BbINOSTHEHUA 3a4a4m




3. MOHUTOPUHI YA3BUMOCTEN N OLIEHKA
MX MTPUMEHUMOCTU

3.1. Ha aTane MOHUTOpUHra ysi3BUMOCTEN U
OLEHKM WX NPUMEHUMOCTU  OCYLLECTBNAETCS
BbISIBIIEHNE YA3BMMOCTE HA OCHOBAHWUM LaHHbIX
13 creayoLmx UCTOYHMKOB:

a) BHYTPEHHNE UCTOYHUKN:
cucTembl  ynpaBneHns MHAOPMaLMOHHON
WHGPacTPYyKTypour (nanee -

UT-nHdppacTpykTypa);

6asbl AaHHbIX ynpasneHus
KOHGpUrypaumsimm <2>;

<2> Cwuctembl knacca CMDB (anrn.
Configuration Management Database)

AOKyMeHTauunsa Ha I/IH(bOpMaLI,VIOHHbIe
CUCTEMDbI;

9MNEeKTPOHHble  0a3bl  3HaHWW  OpraHoB
(opraHmsaumn);

o) 0asa JaHHbIX yA3BMMOCTEN,
cogepxawasica B baHke paHHbIX  yrpos



besonacHocT WHdopmaummn (ganee - BAY)
OCT3K Poccumn <3>;

<3> Agpec canta bLlY ®CTIK Poccuu:
https://bdu.fstec.ru

B) BHELWHNE NCTOYHUKN:

Gasbl AaHHbIX, codepxaline ceedeHus o6
N3BECTHbIX YA3BUMOCTSIX;

odmumanbHble MHPOPMAaLMOHHbBIE Pecypchl
pa3paboTynKkoB NporpamMMHbIX "
nporpamMmMHo-annapaTHbIX cpeacTs "
nccneposatenen B obnactn MHGPOPMAaLMOHHOWN
©e3onacHocTu.

NCTOYHMKM [aHHbIX MOTYT YTOYHATLCS WK
[OMNOSHATHLCSA c y4yeTom ocobeHHocTel
(bYHKLMOHMPOBaHMSA opraHa (opraHusauum).

3.2. Cxema 3Tana MOHUTOpPUHra
YSI3BUMOCTEA W OUEHKM WX NPUMEHMMOCTM
npegcraBneHa Ha pucyHke 3.1 <4>,

<4> B HacToALEM PykoBoacTtee
npegcraBneHbl TUMOBbIE CXEMbI 3TaAMoB npouecca



yCTpaHeHus1 ysa3BUMOCTe
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PucyHok 3.1. - Cxema aTana MOHUTOPMHIa ya3BMMOCTEN
N OLEHKM UX MPUMEHNMOCTM

Ha oaTane MoHMTOpUHra YA3BMMOCTEW M OLEHKM WX MPUMEHUMOCTHU
BbIMOMNHAOTCA onepauum, npueBeaeHHble B Tabnuue 3.1.

Tabnuua 3.1.
N | HaumeHoBaHue OnucaHue onepaunmn
n/n onepauum
1. |AHanus AHanuns NHGOpMaLnK n3 pasnun4YHbIX
MHdopMauumn 06 | UICTOYHMKOB C LENb MNOUCKa aKTyamnbHbIX M
YA3BMMOCTU noTeHumanbHbIX YSA3BMMOCTEM W OUEHKU WX
NPUMEHMMOCTN K MHGOPMAaLUMNOHHBbIM CUCTEMAM
opraHa (opraHusaumn).
ArpernpoBaHue u Koppenauuss cobupaembix




AaHHbIX 00 YyA3BUMOCTAX

OueHka
NPUMEHNMOCTH
YyS13BUMOCTU

Ha ocHoBe wHdopmaumm 06 obbektax
NH(OPMALMOHHBIX CUCTEM U WX COCTOSAHMM
onpeaensieTca NPUMEHUMOCTb YS3BUMOCTU K
NHPOPMaLNOHHBLIM cuctemam opraHa
(opraHusauumn) Cc  uUenbld  onpefeneHus
ys3BUMOCTEN, He Tpebywmx panbHenwemn
06paboTKn (He perneBaHTHbIX YA3BMMOCTEN).

OueHka NPUMEHNMOCTH yS13BUMOCTEW
NpPOVN3BOAMNTCS:
Ha OCHOBe aHanusa JAaHHbIX o6

NT-nHdpacTpykType, nonydYeHHblX wu3 6a3
AAHHbIX  yNpaBneHus  KoHdwurypauvsmm B
pamMkax npouecca "YnpaBneHue
KOHourypaunen";

Ha OCHOBE aHanmMsa [aHHbIX O BO3MOXHbIX
obObeKkTax  BO3OENCTBUSA,  MOJSTYYEHHbIX B




pesynbTate MOAENnMpoBaHWUS Yrpo3 B pamkax
npouecca "OueHka yrpos";
no peaynbTartam OLEHKM 3almLLEeHHOCTH (M. 6)

MpuHatne 3anpoc pgononHuTenbHonM uWHdopmauum 06
peLleHnn Ha | yA3BUMOCTN (CKaHMpOBaHME OOBLEKTOB, OLEHKa
nonyyeHune 3aLUULLEHHOCTN), €CnN  MMEIOLLMXCA  AaHHbIX
AONONHUTEND HeJOCTATOYMHO AN MNPUHATUMA  pelleHui  no
HOWM yNpaBfeHno YysI3BUMOCTSIMMN

nHdopmMauum

MocTaHoBKa 3anpoc Ha BHEMMaHOBOE  CKaHMpoOBaHue
3agaun Ha | 06BEKTOB MH(POPMALMOHHBIX CUCTEM B Cryvae
CKaHUpOBaHWE |HeJoCTaTOYHOCTH nnbo HeaKTyanbHOCTU
06BbeKTOB UMELNXCA [OaHHbIX, a Takke B Ccrny4vae

nonyyeHust tHgopmaummn o6 ysasBMMOCTH nocre
nocrnegHero ckaHMpoBaHus




CkaHunpoBaHue
00beKTOB

[Mounck ysa3BMmMocTen N HeJOCTaTKOB C MOMOLLbH
aBTOMAaTU3NPOBAHHbIX cUCTeM aHanmusa
3alUMLLIEHHOCTN.

Bbibop 0OBLEKTOB M BpPEMEHU CKAHUPOBaHUS,
yBeJoMIeHne 3anHTEepeCoBaHHbIX
nogpasgeneHun (Hanpumep, CUTYaUWUOHHOro
ueHTpa, nogpasgeneHna WT) o npoBegeHum
CKaHMpOBaHUS W [arnbHenWwee CKaHMpoBaHue
BblOpaHHbIX 0OGBHEKTOB Ha HaNU4ne ya3BMMoCTH

OueHka
3alLNLLEHHOCTH

OKcnepTHas oueHKa BO3MOXHOCTU NMPUMEHEHUS
YSA3BUMOCTU K MHGPOPMALMOHHbIX CUCTEMAX.

B xopae OLIEHKM 3alUNLLEHHOCTH
OCYyLLEeCTBNAeTCs  MNpoBepka  BO3MOXHOCTMU
aKcnnyaTaumm ya3BuMOCTU B MHOPMAaLMOHHbIX
cuctemax opraHa (opraHunsauun) C
ucrnono3osaHnem PoC <5> wunu cpeacrtea




aKcnnyaTaumMm ya3BUMOCTW, B TOM uucne, B
Xxoge  TeCTUpOBaHUA  Ha  MNPOHUKHOBEHWE
(TecTMpOBaHUA CUCTEMBI 3aLLMTbl MHOPMaL MK
nytem OCyLLeCTBNeHus NOnbITOK
HeCaHKLUMOHNPOBAHHOIO poctyna
(BO3OencTBus) K MHPOPMALNOHHOM CUCTEME B
obxopf ee cucTembl 3almnTbl HOpPMaLUN)




<5> PoC (anrn. Proof of Concept, npoBepka
KOHUenuuu) - MogenupoBaHMe 3KCniyaTauun
ysI3BMMOCTMU

3.3. Ha ocHoBe Tabnuubl 3.1. B opraHe
(opraHusaunn) AO0JKHO paspabaTbiBaTbCs
AeTanbHoe OnucaHWe onepauuvin, BK4vatoLllee
HavMeHOBaHWe ornepauuin, onucaHve onepauun,
NCNONMHUTENEN, NPOAOIPKUTENBHOCTb, BXOAHbLIE U
BbIXOAHblE  AaHHble. [eTanbHOe  onucaHue
onepauui BKIOYaeTCS B
OpraH13auMoHHO-pacnopsiAMTerNbHbIe AOKYMEHTHI
no 3awmTe MHpopMauum opraHa (opraHmsaumm).

4. OLEHKA YA3BUMOCTEN

4.1. OueHKa ysi3BMMOCTEN Npou3BOAUTCH C
LUenblo  onpedeneHnss  YPOBHS  KPUTUYHOCTWU

ysi3BMMOCTEMN NPUMEHUTENBHO K
NHEOPMALIMOHHBIM cuctemam opraHa
(opraHusauun).

42. Ha 93Tane oOuUEHKM YA3BUMOCTEN
BbIMOMHAOTCA  onepaumn, NpUBEAEHHbIE B
Tabnvue 4.1.

Tabnvua 4.1.



N | HaumeHoBaHue OnucaHue onepaunmn

n/n onepauumn

1. |MNony4eHwne MonyyeHue BbI6OpKM obbekToB
nHdopmauumn o6 | MHPOPMALMOHHBIX  CUCTEM,  MNOABEPXKEHHbIX
obbekTax, YSI3BUMOCTU
noaBepKEHHbIX
YyS13BUMOCTU

2. |OnpepgeneHne |Pacyetr 6a30BOW, KOHTEKCTHOW M BPEMEHHOWN
YPOBHS MeTpuk no metoamke CVSS ¢ ncnonb3oBaHnem
ONacHOCTU Kanbkynatopa CVSS <6> V3 wwm V31,
YA3BMMOCTU paameLueHHoro B b1Y #CTOK Poccum <7>

3. |Onpepenenne | OnpeneneHne BAUSHUS YS3BMMOIO KOMMOHEHTA
BNUAHUSA Ha |Ha 3aWMLWEHHOCTb MHAOPMALMOHHBLIX CUCTEM

nHdopMaLmnoH

BbIMOJTHAETCA C MUCNOJIb30OBaHNEM pPe3yribTaToB




Hble CUCTEeMbI

npouecca "OueHka yrpo3s" (B 4actn cBegeHumn o
HeLoNyCTUMbIX HeraTUBHbIX MOCNEACTBUAX U
BO3MOXHbIX OObEeKTax BO34ENCTBUIN), NPU 3TOM
MOryT ObiTb  MCNOMb30BaHbl AdaHHble 00
NT-nHdpacTpykTtype, nonyvyeHHble u3 6a3
AaHHbIX ynpaBneHus KOHMrypaumsmm
(oTaenbHble pe3ynbTaThbl n3 npouecca
"YnpaBneHue koHgurypauuen")

Pacuet
KPUTUYHOCTU
YA3BMMOCTM

Morny4yeHne 3HaAYEHUI YPOBHEN KPUTUYHOCTM
0BHapyXeHHbIX YSI3BUMOCTEW




<6> CVSS (anrn. Common Vulnerability
Scoring System) - obwasa cuctema OLEHKM
yasBmumocTen (agpec: https://www. first.org/cvss)

<7> Appeca: https://bdu.fstec.ru/calc3,
https://bdu.fstec.ru/calc31

Onepauum no  onpegeneHvuio  YpoBHSA
ONacHOCTU  ySAA3BUMOCTW, €€  BUsSHMA  Ha
NH(OPMAaLMOHHbIE cucTeMbl n pacyety
KPUTUYHOCTM  YA3BMMOCTU  BbIMOSMHATCA B
COOTBETCTBUM C MeTOoaMKOM OLEHKU YPOBHS
KPUTUYHOCTM  YSI3BMUMOCTEW  MPOrpaMMHbIX U
nporpaMmMHo-annapaTHbIX cpencrTs,
ytBepxaeHHon PCTIK Poccun 28 oktsabps 2022
r.<8>

<8> Anpec:
https://bdu.fstec.ru/documents/31

4.3. Ha ocHoBe Tabnuubl 4.1. B opraHe
(opraHusaunn) AO0JKHO paspabaTbiBaTbCs
AeTanbHoe OnucaHWe onepauuvi, BK4YatoLllee
HavMeHOBaHWe ornepauuin, onucaHve onepauun,
NCNONMHUTENEN, NPOAOIMKUTENBHOCTb, BXOAHbLIE U
BbIXOAHblE  AaHHble. [eTanbHOe  onucaHue



onepauun BKItoYaeTcs B
opraHu3auMoHHO-pacnopsanTeNbHblE JOKYMEHTbI
Mo 3awuTe MHOPMaLUM opraHa (opraHusaumm).

4.4, Cxema 9Tana OUEHKM YA3BUMOCTEN
npegcrasneHa Ha pucyHke 4.1.
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PucyHok 4.1. - Cxema aTana oueHKN ys3BUMOCTEN

5. ONPEAOENEHUE METOOOB U
NMPUOPUTETOB YCTPAHEHUA
YA3BUMOCTEW

5.1. Ha srtane onpegeneHnss MeTOAOB MU
npuopuTeTOB yCTpaHeHus YA3BMMOCTEN
pelualTcsa 3agadu:;

onpeaeneHnsa NPUoOpUTETHOCTM YCTPaHEHUS
YA3BUMOCTEMN;

BblbOpa MeToa0B yCTpaHeHus
ysI3BMMOCTEN: obHoBNEHVE NPOrpaMmHoro
obecneveHus n (nnn) npuMeHeHne

KOMMEHCUPYHIOLLMX Mep 3aLLMTbl MHopMaLUK.

Ha oaTane onpegeneHuss MeTodoB M
npuopuTETOB yCTpaHeHust YS3BUMOCTEMN
BbINMOMNHAOTCA  onepauuu, NpuMBeAEeHHble B
Tabnuue 5.1.

Tabnuua 5.1.



N | HaumeHoBaHue OnucaHue onepaunmn

n/n onepauumn

1. |OnpegenerHne |OnpegneneHne MNPUOPUTETHOCTU  YCTPaHEHUS
NPUOPUTETHO YSA3BUMOCTEN B COOTBETCTBMM C pe3ynbTaTtamu
CTM YCTPaHEeHWs |pacdeTa KPUTMYHOCTU YA3BMMOCTEW Ha 3Tane
YA3BUMOCTEN OLIEeHKM YA3BUMOCTEN (3Tan 4)

2. |OnpegenerHve |Bbibop MeToga YCTpaHEHUs  YS3BUMOCTM:
MeTo40B yCTaHOBKa OOHOBMEHWST UMM NPUMEHEHME
yCTpaHeHns KOMMEHCUPYHOLWNX Mep 3aLmTbl MHpopmaLum
YA3BUMOCTEN

3. |Mpunatne Mpn oBHapyXeHUn KPUTUYECKON YSA3BUMOCTU
pelueHus O |MOXeT OblTb MNPUHATO peLleHne O CPOYHOW
CPOYHOM yCTaHOBKe oBGHOBNEeHUs NpOrpaMmMHoOro
YCTaHOBKe obecnevyeHnsas 0O6BLEKTOB  MHGOPMALMOHHbIX




OOHOBINEHUN

Cuctem, nogBep>KeHHbIX YA3BUMOCTU

CospaHue 3asiBkKa Ha CpPOYHYK YCTaHOBKY OOHOBMNEHWs
3a8BKu Ha | HanpaBnsaeTcH Ha cornacosaHuve
CPOYHYIO pykoBoguTtento nogpasgenenus UT

YCTaHOBKY

obHOBREHNS

MpuHaTHe Mpn oOHapyXeHUN KPUTUYECKON YA3BUMOCTU
peLueHuns O |MOXeT OblTb MPUHATO pelleHMe O CPOYHOW
CPOYHOM peanu3auun KOMMEHCUPYIOWNX Mep 3aluuThbl
peanusauun WMHopMauun B Ka4ecTBe BPEMEHHOTO peLLeHuUs
KOMMEHCUPYKD | 4O yCTaHOBKM OBHOBIEHMUS

LLNX mMep

3aWnTbl

MHdopMauunn




CospaHue 3asBka co3paeTcs B cnyvae, ecnu
3asBKU Ha | onpenerneHo, 4YTo ycTaHoBKa OOHOBREHUSA Ons
YCTaHOBKY yCTpaHeHns AaHHOM YS13BUMOCTU He
oBGHoBNEHUA 3annaHupoBaHa

CospaHue 3adBKa Ha peanu3aumio KOMNEHCUPYHOLLMX Mep
3aABKM Ha |3aWwmnTbl  MHGOpMaumMmM  dopmMmupyeTca  npu
peanusauuio OTCYTCTBUM BO3MOXHOCTU YyCTaHOBKM
KOMMNeHcupyto | 0OHOBMEHMS, a TakkKe B Crlydae HeobxoaMmocTun
LLMX Mep | NPUHATUSA Mep 4O YCTPaHeHus ysi3BUMOCTHU
3aWmnThbI

MHdopMauun




5.2. [Ona  opraHu3aumm  yCTpaHeHus
YyS3BUMOCTEN Mexay paboTHMKamu
nogpasgeneHvs 3awmtbl U nogpasgeneHus UT
npeaBapuUTENbHO COrNacoBbIBaOTCA:

CPOKM YCTaHOBKM 0BHOBNEHUN,
YCTPaHSAIOLLMX YS3BUMOCTY;

cdopma 1 cnocobbl nepeaayn nHdopmaumm
00 yaA3BUMOCTSIX.

5.3. Ha ocHoBe Tabnuubl 5.1. B opraHe
(opraHusaunn) AO0JKHO paspabaTbiBaTbCs
AeTanbHoe OnucaHwe onepauuvin, BK4YatoLllee
HavMeHOBaHWe ornepauuin, onucaHve onepauun,
NCNONMHUTENEN, NPOAOIMKUTENBHOCTb, BXOAHbLIE U
BbIXOAHblE  AaHHble. [eTanbHoe  onucaHue
onepauui BKIOYaeTCS B
OpraHn3auMoHHO-pacnopsiAMTerNbHbIE AOKYMEHTHI
no 3awmTe MHpopmMauum opraHa (opraHmsaumm).

5.4. Cxema aTana onpegeneHus MeToaoB U
NpUOpPUTETOB yCTpaHeHust ySI3BUMOCTE
npeacTaBrieHa Ha pucyHke 5.1.
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PucyHok 5.1. - Cxema aTana onpegeneHus
MeToa0B
1 NPUOPUTETOB YCTPAHEHUS YSI3BUMOCTEN

6. YCTPAHEHME YA3BUMOCTEN

6.1. Ha sTtane ycTpaHeHusi ySI3BMMOCTEMN
npvHMMatoTCS Mepbl, HanpaBneHHble Ha
yCTpPaHEHME WMN  UCKIIOYEHME  BO3MOXXHOCTU
Mcnonb3oBaHust (3KcnnyaTauun) ys3BUMOCTEWN,
BbISIBIEHHbIE Ha 3Tane MOHUTOpWHra. pu 3ToM
BbINMOMNHAOTCSA onepauun, NpPeacTaBfeHHble B
Tabnuue 6.1.

Tabnvua 6.1.



N | HaumeHoBaHue OnucaHue onepaunmn

n/n onepauumn

1. |CornacoBaHue |CpoyHas yCTaHOBKa obHOoBNEHUN
YCTaHOBKM C |nporpaMmmHoro obecnevyeHunss npenBapuTENbHO
PYKOBOLCTBOM | COrnacoBbliBaeTcs C PYKOBOLCTBOM
nogpasnenexHua |nogpasgenexmsa AT
nT

2. |TectupoBaHue |BbisiBneHue noTeHUnanbHoO onacHbIxX
obOHoBnEHUS dYyHKUMOHANbHbIX BO3MO>XHOCTEWN,
<9> He3ageKknapupoBaHHbIX paspaboTynkom

NPOrpaMMHbIX, nporpaMmmHo-annapaTHbIX

CpeAcTB, B TOM Yucne nonuTnieckmx GaHHepos,
NO3YHroB, NPU3bIBOB U NHOW MNPOTUBOMNPABHOWN
WHpopmauun (oanee - HedekrapupoBaHHbIE
BO3MOXHOCTH)




YcTaHoBKa

YcraHoBka  OOHOBNEHUM Ha  BblIOpaHHOM

OOHOBMEHNA B |TECTOBOM CerMeHTe MHGOPMaLIMOHHON
TECTOBOM CUCTEMbI B LENaX onpefeneHns BIUSHUS KX
CermMeHTe YCTaHOBKU Ha ee PYHKLMOHUpOBaHUe
MpuHaTHe B cnyyae, ecnu HeraTMBHOIO BIUAHUA OT
peleHnsa 06 |ycTaHOBKM  OBHOBMEHMS Ha  BblOpaHHOM
yCTaHOBKe CErMeHTe CUCTEMbI HE BbISIBIEHO, MPUHUMaeETCA
obHoBNEeHUs pelleHne o0 ero pacnpocTpaHeHUN B CUCTEME.

B cnyyae oGHapyXeHWsi HEraTMBHOIrO BIMNSHUSA
OT YyCTaHOBKM OOHOBNEHMs Ha BblGpaHHOM

cermeHTe CUCTEMBI AanbHelnllee
pacnpocTpaHeHue oBHOBNEHUS He
ocylLlecTBnseTcs, npu aTOM ans

HenTpanu3aumm  ys3BUMMOCTU  MPUMEHSIIOTCS
KOMMNEHCHPYHOLLME MepbI 3aLUUTbl MHopMaLuum




YcTaHoBKa PacnpocTtpaHeHne o06GHOBNEHMsT Ha OOBLEKTHI

oBGHOBNEHUA MHPOPMALMOHHBIX CUCTEM

dopmmpoBaHue |YG3BUMOCTWU, ANS  YCTPaHEHUs1 KOTOpbIX He

nnaHa Obina onpegeneHa HeobXoOMMOCTb CPOYHOM

YCTaHOBKM YCTaHOBKM OOHOBMEHWUN, YCTPaHAKTCA B XOAe

obHOBREHWI nnaHOBOW YCTAHOBKM OBHOBMEHUN.
dopmunpoBaHme nraHa obHoBEHNN
OCYyLLeCTBNAETCA C Y4eToM 3asdBOK Ha
yCTaHOBKY OOGHOBNEHUN

Paspabotka wn|Paspabotka w”n npuMmeHeHue Mmep 3awuTbl

peanusauns
KOMMEHCUPYHo
LLMX mMep
3aWmThl
MHdopMaLun

UHOPMaLMKN,  KOTopble  MPUMEHSIIOTCS B
NH(OPMaLMOHHbIX cucTemax B3aMeH
OTAENbHbIX  Mep  3alWuTbl  MHdOpPMaUUW,

nognexawnmx peann3audmn B COOTBETCTBUN C
Tpe6OBaHMFIMI/I no 3awunte I/IH(*)OpMaLI,I/WI, B




CBSI3N C HEBO3MOXHOCTbIO WX YCTaHOBKMW,
obHapyxeHMemM HeraTMBHOrO  BMMSIHAS  OT
YyCTaHOBKM OOHOBIEHMS, a Takke B Cry4yae
Heo6XoaNUMOCTM NPUHATUS Mep [0 YCTpaHeHUs

yA3BUMOCTN.
K KOMIMEHCMPYHLNM Mepav 3alunThbl
I/IHC*)OpMaLI,I/II/I MOryT OTHOCUTbCA:

OpraHM3aumnoHHble Mepbl 3aLmThl MHopMaLmK,
HacTpoMka CpeacTB 3awuTbl  MHpopMauuu,
aHanu3 cobbiTMn 6e3onacHoCTM, BHeECeHue
nameHeHun B UT-nHdpacTpykTypy




<9> TectTnpoBaHue obHoBEHUI
OCYLLECTBMAETCS B OTHOLIEHMM NPOrpammMHOro
obecneyeHns,, B TOM 4uUCne C  OTKPbITbIM
MCXOOHbIM  KOOOM, NpedHa3HayYeHHoro  Ans
yCTpaHeHus ysI3BMMOCTEW NPOrpaMmMHbIX,
nporpaMMHo-annapaTHbIX CPeACTB

6.2. TecTupoBaHue obHoBEHUI
nporpamMMHbIX 7 nporpaMmmMHo-annapaTHbIX
CpedcTB OCYLLUECTBNSETCA B COOTBETCTBUM C
MeTtogukon TeCTUpPOBaHUSA obHoBREeHUNn
NporpamMMHbiIXx, nporpaMmmMmHo-annapaTHbIX
cpeacte, ytBepxaeHHon PCTIK Poccun 28
okTabpa 2022 r. <10>, nNO peleHno opraHa
(opraHusaunn) B cnyyae OTCYTCTBUSA
COOTBETCTBYIOLNX pe3yribTaTOB TECTUPOBAHUSA B
BOY ®CT3K Poccun.

<10> Anpec:
https://bdu.fstec.ru/documents/30

6.3. Tlpn Hanuumm COOTBETCTBYIOLNX
cBeaeHun MoryT ObITb MCNOMb30BaHbI
KOMNEHCHpPYOLLME Mepbl 3alnTbl MHOPMaLUu,
npeacTaBneHHble B OtonneTteHax 6e3onacHocTu
pa3paboTynkoB NPOrpaMMHbIX,



nporpaMMHo-annapaTHbiX CpPeAacTB, a Takke B
OMNUCaHUAX YSI3BUMOCTEN, OMyONUKOBAHHbLIX B
BOY ®CT3K Poccun.

6.4. PekomMeHOyeMmble CPOKM YCTpaHEeHus
ya3BMmMocTen <11>;

<11> PeKkoMeHOyeMmble CPOKU YCTpaHeHus
YysI3BUMOCTEWN YCTaHOBMEHbl B COOTBETCTBUMM C
MeToOMKOM  OUEHKM  YPOBHSI  KPUTMYHOCTU
ysi3BMMOCTEMN NPOrpaMMHbIX,
nporpaMmMHo-annapaTHbIX cpencrTs,
ytBepxaeHHon PCTIK Poccun 28 oktsabps 2022
r.

KPUTUYECKMA YpOBEHb oOnacHocTn no 24
4acos;

BbICOKMI YPOBEHb OMAaCHOCTU - 00 7 AHEW;

cpegHUA  ypoBeHb onacHoctM - go 4
Hedeneb;

HU3KNIN YPOBEHb OMNAacHOCTN - A0 4 mecsaues.

6.5. Cxema aTana ycTpaHeHus1 yA3BUMOCTEN
npegcraeneHa Ha pucyHke 6.1.

6.6. Cxema nopgnpouecca pa3spaboTkn u



peanu3aumMm  KOMMEHCUPYIOWMX Mep  3aliuThbl
NHGOPMaLMKN Ha 3Tane yCTpaHeHUs ysI3BUMOCTEN
npegcrasneHa Ha pucyHke 6.2.
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PucyHok 6.1. - Cxema aTana ycTpaHeHusi
yA3BUMOCTEN
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PucyHok 6.2. - Cxema nognpouecca pa3paboTku
N peanunsaLmm KOMNEHCUpPYIOLWLMX Mep 3aLUnThbl
nHdopmaumnm
Ha aTane ycTpaHeHUs ya3BMMOCTEN

B pamkax BbIMONMHEHUs noanpouecca
pa3paboTkyn W peanu3auunm KOMMEHCUPYHOLMX
Mep  3aWuTbl  MHGOPMaUMM  BbINOSMHSOTCS
onepauuu, npmBeaeHHbIe B Tabnuue 6.2.

Tabnvua 6.2.



N | HammeHoBaHue OnucaHue onepaunmn
n/n onepauumn
1. |OnpegenerHne |OnpeneneHne KOMMEHCUPYHOLLMX MEp 3aluThbl
mMep 3aWmThl | MHpopMaumn, HEobXoANMBbIX ans
WHpopMauUn 1 |HeWTpanmMsaumm Ysa3BUMOCTU MO0  CHUXKEHUSA
OTBETCTBEHHbIX |BO3MOXHbIX HEeraTMBHbIX MOCNEACTBUA OT ee
3a NX | aKCnyaTaumm.
peanusaunto B xoge BbINOMHEHWA OaHHOWM  onepauumn
AOMKHbl  ObITb  onpefeneHbl  paboTHUKM,
yyacTtue KOTOPbIX Heob6xoanmo ans
peanu3auun  BblIGPaHHbIX  KOMMEHCUPYIOLLNX
Mep 3aLmnTbl MHhopmaumn
2. |CornacoBaHne |B cnyyae HeobGXoAMMOCTM  MpuUBEYEHUs
npueBneyYeHuns paboTHMKOB  OpyrMx nogpasgeneHun  ans
paboTHMKOB peanu3auun KOMMNEHCUPYIOWMX Mep 3aluuThbl




MHOPMaLUN  pyKoBOAWUTENb MNOApa3aeneHns
3alWmnTbl  cornacyet WX MNpuBMIEYeEHWE C

pyKOBOAUTENAMMU COOTBETCTBYHLLNX
noapasgeneHumn

Peanusauus Peanusauua opraHmsaumMoOHHbIX Mep 3aluuThbl

opraHmsaumoH | nHopmauun NnpegycmaTpmBaer:

HbIX Mep | orpaHnyeHmne MCNONb30BaHUA

3amnThl UT-nHdpacTpyKTyphl;

NHpopmauum opraHusaums pexuma oxpaHbl (B 4YaCTHOCTM,
orpaHuyeHve  goctyna K  TeXHUYEeCKUM
cpencteam);

WHpopmupoBaHme un obyyeHne nepcoHana
opraHa (opraHu3sauumn)

HacTtpoiika OueHka BO3MOXHOCTU peanusaunm

cpeacTs KOMMEHCUPYIOLNX Mep C  WCMNONb30BaHNEM

3aWwnTbl CpeAcTB 3almThbl MHopMaumm, Beldop cpeacTs




nHdopmMauum

3awuTbl MHGopmauun (Npn HeobXoaAMMOCTH).
BbinonHeHne paboT no HacTponke cpeacTts
3aWmTbl UHGOPMaLUK

OpraHunsauus
aHanusa
cobbITUM
©e3onacHocTH

OpraHmsauus noctosiHHoro HabnwogeHns u
aHanusa pes3ynbTaToB perncTpauum cobbiTui
©e30nacHOCTM U  MHbIX [AaHHbIX C  LEenblo
BbISIBNEHUSA " GnoknpoBaHus MonbITOK
aKcnnyaTauumn ysa3aBumocTy

BHeceHune
U3MEHEeHUn
NT-uHppactpy

KTYpy

B

BHeceHne wnameHeHun B WUT-uHGpacTpykTypy
BKMNtOYaeT SENCTBUA NO BHECEHNIO U3BMEHEHUN B

KOHbMrypaumm NporpaMMHbIX n
nporpaMMHo-annapaTtHbiX cpeactB (B TOM
yucne, yAaneHve (BbIBEAEHUNE n3

aKcnnyartauun))




6.7. Ha ocHoBe Tabnuy 6.1 n 6.2. B opraHe
(opraHusaunn) AO0JKHO paspabaTbiBaTbCs
AeTanbHOe OnucaHWe onepauuvin, BK4YatoLllee
HavMeHOBaHWe ornepauuin, onucaHve onepauun,
NCNONMHUTENEN, NPOAOIMKUTENBHOCTb, BXOAHbLIE U
BbIXOAHblE  AaHHble. [eTanbHOe  onucaHue
onepauui BKIOYaeTCs B
OpraHn3auMoHHO-pacnopsiAMTerNbHbIE AOKYMEHTHI
no 3awmTe MHpopMauum opraHa (opraHmsaumm).

7. KOHTPONb YCTPAHEHUA YA3BUMOCTEN

7.1. Ha aTane KOHTpons YyCTpaHeHus
YyA3BMMOCTEN ocyLlecTBnsieTca cbop n obpaboTka
OaHHbIX O Mpouecce ynpaBneHns ys3BUMOCTAMM
M ero pesynbratax, NPUHATUE OMNepaTUBHbIX
peleHnn 1M wux pJoBedeHue OO0 PYKOBOACTBA
opraHa (opraHusaumu) Ang MNPUHATUSA peLLeHUn
no YNYYLLEHWNIO npouecca yrnpaBneHus
YS3BUMOCTSAMU.

Ha aTane KOHTpOns yCTpaHeHus
YySI3BUMOCTEN BbIMNOJTHAOTCSA onepauuu,
npuBedeHHble B Tabnuue 7.1.

Tabnvua 7.1.



N | HaumeHoBaHue OnucaHue onepaunmn

n/n onepauumn

1. |[lpuHaTre OnpegeneHne cnocoba KOHTPOMs yCTpaHeHusi
peLueHuns 0 | yA3BMMOCTU: NpoBepka OOBbEKTOB Ha Hamnuyue
cnocobe YA3BMMOCTU (ckaHupoBaHue cpeacTBamm
KOHTpOSIS aHanus3a  3awmuieHHoctn) nmbo  oueHka

3aLlMLLEHHOCTH

2. |lMpoBepka Bboibop 0OGBLEKTOB M BpeEMEHM CKaHWPOBaHMS,
00beKkToB Ha | yBeJOMIeHne 3aMHTEepeCcOBaHHbIX
Hanu4ne nogpasgeneHun (Hanpumep, CUTYauMOHHOro
YA3BUMOCTEN ueHTpa, nogpasgenenna WT) o npoBegeHum

CKaHMpPOBaHUA W [JaribHenlee CKaHWpOBaHWE
BblOpaHHbIX 0GBHEKTOB Ha HaNM4ne ya3BMMoCTH




OueHka
3alLMLLEHHOCTHU

JkcnepTHas oLeHKa BO3MOXHOCTU NMPUMEHEHNS
YySI3BUMOCTU K MUHCPOPMALMOHHBIM CUCTEMAM.

B xoae OLLEHKM 3aLUULLLEHHOCTH
OCYLLECTBNAETCA  MNpoBepka  BO3MOXHOCTMU
aKcnnyaTaumm ysa3BMMOCTU B MHCPOPMaLMOHHBIX
cuctemax opraHa (opraHunsauumn) C
NCNonb30BaHNEM PoC nnm cpencTtea
aKcnnyatauum ysi3BUMOCTM, B TOM u4ucne, B
Xo4e  TeCTUpOBaHUA  Ha  MNPOHUKHOBEHWE
(TecTMpoOBaHUA CMCTEMBI 3aLMTbl MHOPMAaL MK
nyTem OCYLLIECTBIEHMS MOMbITOK
HeCaHKLUNOHMPOBAHHOMO Aoctyna
(Bo3pencTBus) K MHPOPMALMOHHBIM CUCTEMaM
B 06x04 ee cuctemMbl 3amThl MHOpMaL M)




BbigBneHune
OTKIIOHEHUN 1

AHanu3 pesynbTaToB KOHTPOMS YCTpaHeHus
ysi3BMMOCTEN  (OnpederneHne  KOPPEeKTHOCTU

HEWCMNONMHEeHNA |yCTpaHeHuss yaA3BUMMOCTEM U cobrniogeHns
CPOKOB)

PaspaboTka OnpepneneHne NpPUYnH OTKINOHEHUI "

NPeanoXeHUn  |HeucnonHeHun, paspaboTka Ha WX OCHOBE

Nno YNyylEHMUIO | peLLeHnn no ynyyLeHno npouecca

npovecca yrnpaBneHus yassMMOCTAMM

yrnpasneHus

YA3BUMOCTAMMU




7.2. B cnyyae BbISiBNEHUs B XO4e OLIEHKU
3aLUULLIEHHOCTH HEN3BECTHbIX paHee
ya3BmMMmocTen  (ys3BMMoOCTen "HyneBoro pgHsa")
CBeJEeHNA O HWX peKoMeHOyeTCs HanpaBnATb B
BOY ®CT3K Poccum <12>.

<12> Bkro4eHne Heu3BECTHLIX paHee
YA3BMMOCTEN B BOY ®CT3K  Poccun
ocyliecTBnseTcs B COOTBETCTBUU c
YTBEPXKAEHHBIM PErNaMeHTOM, pa3MeLLeHHbIM Mo
agpecy https://bdu.fstec.ru/site/regulations

7.3. Cxema 3Tana KOHTPOMNS YCTpaHEHUs
ySI3BMMOCTEN NpeacTaBrieHa Ha puUcyHke 7.1.

7.4. Cxema nognpouecca pa3paboTku
npeasioXeHMn  No  yhyylWeHuto  npouecca
ynpaBfeHnsi ysa3BUMOCTSIMM Ha 3Tane KOHTPOns
yCTpaHeHMs1 YysI3BMMOCTEWN nNpeacTaBneHa Ha
pUCyHke 7.2.
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PucyHok 7.1. - Cxema aTana KoHTpons
yCTpaHeHUs ysi3BMMOCTEN
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PucyHok 7.2. - Cxema nognpouecca pa3paboTku
npeanoXxeHnn
no yny4ylleHuio npoLecca ynpasneHus
YSI3BUMOCTSAMU Ha 3Tane
KOHTPOIS yCTpaHEeHNs Ys3BUMOCTEN

B pamkax BbIMONMHEHUs noanpouecca
pa3paboTkym  NpeanoXeHWn No  ynyyleHuto
npouecca yrnpaeneHus YS3BUMOCTSIMM
BbINMOMNHAOTCA  onepauuu, NpuMBEdEeHHble B
Tabnuue 7.2.

Tabnvua 7.2.



N | HaumeHoBaHue OnucaHue onepaunmn

n/n onepauumn

1. |Onpegenenne |OnpepeneHue NPUYNH OTKIMOHEHNI n
NPUYnH HEeMCNONHEHUN onepaummn npowecca
OTKNOHEHUA M |ynpaBneHns  ya3BUMOCTAMW.  BO3MOXHbIMK
(nnn) npuyYnHamMu ABMATCA:
HEWCMNONTHEHNI | NPOMNYCK YA3BMMOCTUN B XO4€ MOHUTOPUHTa;

OLUMOKM OLIEHKM YSA3BUMOCTEN;
HapyLUEHUsI CPOKOB YCTPaHEHUS1 YsI3BUMOCTEW;
HE4OCTaTOYHOCTb MPUHSITBIX KOMMEHCUPYHOLLIMX

mep.
MpUynHLI OTKJTIOHEHUN 7] HEeUCNonHeHn
onepauumn npotecca ynpaBneHus

YySI3BUMOCTSIMU  MOTYT ObITb  AOMOSHEHbI MO
pesynbTaTtam aHanu3a npolecca ynpaBneHus
YA3BMMOCTSIMU B OpraHe (opraHusaumm)




Koppektuposka |BHeceHMe w3MeHeHMn B KOHwUrypaumio u
MEXaHN3MOB anroputmbl  cpeactB  cbopa u  o6paboTkm
MOHUTOPWHra AaHHbIX 006 yA3BMMOCTAX

[obGaeneHne Monck wn opraHMsaumMsi MOHUTOPUHra HOBbIX
NCTOYHMKA NCTOYHMKOB CBeAEHUN 06 yS3BUMOCTSX
cBeaeHun 06

YA3BUMOCTSIX

KoppektupoBka |BHeceHue wu3ameHeHu B npoueaypy OLEHKU
MeXaHW3MOoB YA3BUMOCTEMN

OLEHKM

YA3BUMOCTEN

MoBTOpHas [MoBTOpHOE onpefeneHve ypoBHA KPUTUYHOCTU
OLEeHKa YyS3BUMOCTU NPUMEHNTENBHO K
YS13BUMOCTU NHOPMaLNOHHbBIM cuctemam opraHa




(opraHusauum).

Mepexoa k atany 2 ("OueHka ysizaBumocTten") ¢
AanbHEWWUM  BbINOSIHEHMEM  MOCNEAYHLLMX
3TanoB npouecca ynpasreHns ya3BUMOCTAMU

CornacoBaHne |B cny4yae HapylweHMs CpPOKOB YCTpaHeHus
CpOKOB YS3BUMOCTEW  HOBblEe  CPOKM  YCTaHOBKM
yCTpaHeHns oBHOBMEHUSA cornacylTca ¢ nogpasgeneHvem
YyS13BUMOCTU T, cpokn peanmsaumm KOMMEHCUPYIOLMX Mep

3awnTbl MHGOpMaumMm - C OTBETCTBEHHbLIMU

nviuamu, onpeaeneHHbIMn Ha atane 4.
CospgaHue 3adBka Ha peanua3aumio KOMNEHCUPYHOLLMX Mep
3asBKN Ha | bopMupyeTca npu OTCYTCTBMM BO3MOXHOCTM
CPOYHYIO yCTaHOBKM OOHOBNeHus nmbo B cnydae
peanusauuio HeJOCTaTOYHOCTH yxe NPUHSATBIX
KOMMEHCUPYID | KOMMEHCUPYIOLWNX Mep 3aLunTbl MHopMaumm
LLMX mep




3aWmThl
nHdopmMauum




7.5. Ha ocHoBe Tabnuy 7.1 n 7.2. B opraHe
(opraHusaunn) AO0JKHO paspabaTbiBaTbCs
AeTanbHOe OnucaHWe onepauuvin, BK4YatoLllee
HavMeHOBaHWe ornepauuin, onucaHve onepauun,
NCNONMHUTENEN, NPOAOIMKUTENBHOCTb, BXOAHbLIE U
BbIXOAHblE  AaHHble. [eTanbHOe  onucaHue
onepauui BKIOYaeTCs B
OpraHn3auMoHHO-pacnopsiAMTerNbHbIE AOKYMEHTHI
no 3awmTe MHpopMauum opraHa (opraHmsaumm).

MpunoxeHue

k PykoBoacTtBy no opraHusauumu
npoLecca ynpasneHus ya3BuMOoCTSIMM
B OopraHe (opraHusaumm)

OBO3HAYEHMA,
NMPUMEHAEMBbIE ANA LENEU HACTOALLEIO
METOOUYECKOIO AOKYMEHTA

Ha cxemax B HacTosllEeM pykoBoACTBE
NCNONb3YITCA  creaylolimMe  arneMeHTbl U3
CUCTEMBI YCNOBHbIX 0bo3HauveHun ans
mMoaenupoBaHuna ©usHec-npoueccos BPMN 2.0
(aHrn. Business Process Management Notation,
HOTauus MoaenvpoBaHusa GusHec-npoLeccoB):



- HayanbHoe cobbiTe, MokKasblBaeT C YEero HavMHaeTcs
npoLiecc;

- HayanbHoe cobOblTe, CcBsAA3aHHOE C MNosyvYeHnem
COOBLLEHNN (OaHHbIX);

- MPOMEXYTOYHOe CcOBGbITe, CBSA3AHHOE C UCTEeYEeHUEM
onpeaeneHHoro BpeMeHHOro UHTepBana;

- OKOHYaHMWe npoLecca Unun NoanpoLecca;



- OKOH4YaHMe npouecca Unn noanpolecca, cBA3aHHoOe
OTNPaBKOW COOBLLEHNN (OaHHbIX);

- 3aBepLieHne Bcex rnpoueccoB 1 noanpoLeccos,;

- pasBuska "unu/vnn" - BbI6op TOMbKO OAHOIO MyTw;

- pasBunka "n" - BbIbop Bcex nyTewn;



g TR

- pasBunka "w/vnu" - BbIGOP OLHOrO WM HECKOSbKUX
nyTen,

- aNeMeHTapHoe AeicTBME B paMKax NnpoLecca;

- AelCcTBMe, KOTOpOoe MOXeT BKMwyaTb B cebs apyrue
AEeNCTBUSA, pa3BUIKU N CODLITUS.



https://www.consultant.ru
https://www.consultant.ru
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